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ABOUT THIS REPORT

This Annual Management Report (AMR) focuses on the Corporation for National and
Community Service’s (CNCS’s) financial management and the results of the agency’s annual
financial audit. It includes management’s assurance statement regarding internal controls and
compliance, CNCS’s improper payments report, and a response to the financial audit from
management. This report can be found on CNCS’s website. !

CNCS will produce with its FY 2021 Congressional Budget Justification an Annual Performance
Report (APR), which provides an overall assessment of agency performance. CNCS will
transmit this report to Congress in February 2020. Congressional Budget Justification reports can
also be found on CNCS’s website.>

These reports meet the requirements under the Government Performance and Results Act, the
Federal Financial Management Improvement Act, the Federal Managers’ Financial Integrity Act,
the Government Corporation Control Act, and the Federal Information Security Modernization
Act, among others. These reports also follow applicable guidance from the Office of
Management and Budget (OMB).

This report is in the public domain. Authorization to reproduce it in whole or in part is granted.
The citation should be: Corporation for National and Community Service FY 2019 Annual
Management Report, Washington, DC, 20525.

To request a printed copy of this report, obtain it in a format that is accessible to individuals with
disabilities, or provide any related feedback, please contact the Office of the Chief Financial
Officer at 202-606-6852 or at this mailing address: CNCS, 250 E Street SW, Washington, D.C.
20525.

! https://www.nationalservice.gov/about/budget-and-performance/performance-and-accountability-reports

2 The Administration only requested funding for an orderly CNCS shutdown in FY 2018 and FY 2019; therefore, the agency did
not prepare performance information with these budgets. Prior year performance information is contained within CNCS budgets,
which can be found at the referenced link.
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MESSAGE FROM THE CHIEF EXECUTIVE OFFICER

MESSAGE FROM THE CHIEF EXECUTIVE OFFICER

Corporation for National and Community Service

NationalService.gov

MNovember 19, 2019

For the past quarter century, the Corporation for National and Community Service
(CNCS) has leveraged our nation’s greatest resource—the American people—to
improve lives and strengthen communities. Cur agency engages AmeriCorps members
and Senior Corps volunteers in results-driven service at more than 45,000 sites across
the country to help Americans succeed in school, prepare for 21st century jobs, and
rebuild their lives after addiction, homelessness, job loss, or natural disasters.

Cur Fiscal Year 2019 Annual Management Report summarizes agency accomplishments
and financial information in accordance with relevant federal guidance and laws. Cur
efforts this past year demonstrate continued commitments to effective programs,
targeted investments, community impact, evidence-based approaches, and operational
efficiency and accountability.

CMNCS1s 25 vears old this year and, as noted by the Office of Inspector General (OIG) in
several reports over recent vears, a re-examination of our structure and functions — as
well as a concerted effort to improve and modemize our operations and systems — is
long overdue. Since I joined CNCS as Chief Executive Officer in 2018, [ have made it my
top priority to address long-standing issues in order to strengthen the foundation of our
agency and national service.

CINCS's Transformation and Sustainability Plan, which the agency launched in June
2018, is a set of goals to strengthen our agency, make our operations more sustainable,
and increase our community impact. The plan includes initiatives to ensure our core
operational functions are accountable and effective; make it easier for organizations and
individuals to participate in our programs; prioritize evidence-based models; and align
our workforce and workplaces to better serve our customers, meet evolving needs, and
ensure efficient use of public funds.

Cur progress on many of the Transformation and Sustainability Plan goals, as well as
the work we still have to do, is reflected in this report. CNCS does not concur with
certain findings in the audit reports — and we feel clean-up in the first year of our
concerted effort to strengthen financial accounting operations has gone further than the
report acknowledges; however, we are committed to working with the OIG to fully and
appropriately address their findings.

250 E Street, SW \1 [': I“('}f\',-‘h L&Y
Washington, D.C. 20525 COMMUNITY
202-606-5000 | B00-942-2677 | NationalSendce govicontact-us SERVICEEE =
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MESSAGE FROM THE CHIEF EXECUTIVE OFFICER

Most importantly, in the last year CINCS made the decision to move to shared services
for certain accounting, contracting, and human capital operations with the U5
Department of the Treasury’'s Administrative Resource Center. While that alone will not
address all of the findings in the audit report, it will provide CNCS with a tested and
compliant financial management system that meets federal accounting and
cvhersecurity requiremnents. In turn, that will position us to look ahead and focus our
agency's limited resources on further strengthening our inputs and internal processes,
rather than focusing backwards to make manual correctons as necessitated today by
our outdated systems. We will count on the partmership with the OIG to ensure the
focus of next year's finandial audit positions us to migrate successfully to the shared
service envirorument.

As CEQ, my top priority remains making improvements to ensure the sustainability of
national service. Our responsibility is too great and our mission is too important to not
take these steps, which will help us better serve our customers, achieve our mission,
and increase our Ppositive impact in communities across the nation.

Sincerely,

@’MN& Slavat

Barbara Stewart
Chief Executive Officer
Corporation for National and Community Service
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MISSION AND ORGANIZATIONAL STRUCTURE

MISSION AND ORGANIZATIONAL STRUCTURE

The Corporation for National and Community Service (CNCS) was established by the National and
Community Service Trust Act of 1993. Its mission is to engage Americans of all ages and
backgrounds in community-based service that improves lives, strengthens communities, and fosters
civic engagement. CNCS achieves its mission through the administration of the national service
programs AmeriCorps and Senior Corps.

CNCS’s programs under AmeriCorps and Senior Corps are administered in varying ways. CNCS’s
AmeriCorps State and National program is run through a combination of efforts by CNCS and State
Service Commissions. The State Service Commissions (located in 49 states, the District of
Columbia, Guam, and Puerto Rico) administer CNCS’s AmeriCorps State grant funds, which are
awarded on both a competitive and formula basis. CNCS awards AmeriCorps National and Tribal
grants and the Senior Corps RSVP program on a competitive basis. The Senior Corps Foster
Grandparent and Senior Companion program grants are renewed annually. Lastly, the agency
directly administers the AmeriCorps Volunteers in Service to America (VISTA) and AmeriCorps
National Civilian Community Corps (NCCC) programs.

Program Accounts and Descriptions
Below and on the following pages are descriptions of each major CNCS program.

AmeriCorps State and National

AmeriCorps State and National provides funding to States, Territories, Tribes, and community-
based organizations that leverage members who serve full or part-time on projects that align with
certain priority areas including economic opportunity, education, healthy futures, and veterans and
military families. This program supports organizations that see service as a solution to local and
national challenges and create powerful member experiences that result in lifelong civic
engagement.

AmeriCorps VISTA

AmeriCorps VISTA was created to support efforts to reduce poverty and build economic
opportunity throughout the country. It accomplishes this goal primarily by providing full-time
members to community organizations and public agencies where members serve as a catalyst for
change, living and working alongside community members to meet our nation’s most pressing
challenges, build capacity for nonprofits, and advance local solutions.

AmeriCorps NCCC

AmeriCorps NCCC is a 10-month residential national service program for people ages 18-24.
AmeriCorps NCCC members are deployed to address critical needs related to natural and other
disasters, infrastructure improvement, energy conservation, and urban and rural development.
Members mentor students, help keep at-risk youth engaged in school, construct and rehabilitate low-
income housing, respond to natural disasters, clean up streams, help communities develop
emergency plans, and address countless other local needs. AmeriCorps NCCC also administers the
FEMA Corps program, a partnership with the Federal Emergency Management Agency to serve
communities affected by disaster. This program also serves as a workforce preparation program to
ensure the next generation of disaster services professionals have the skills necessary to take on
future careers in the disaster services sector.
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COMMUNITY
SERVICEE=S:= Page | 1



MISSION AND ORGANIZATIONAL STRUCTURE

State Service Commission Support Grants

Congress created CNCS in 1993 as a shared federal-state partnership with a central role for
governors in designing and implementing national service through governor-appointed State Service
Commissions. More than 1,000 private citizens serve as governor-appointed commissioners, leading
and guiding national service efforts in their states by identifying local needs, directing federal and
state resources, ensuring oversight and accountability, tracking performance and community impact,
and leading citizen service efforts in their states and territories.

Senior Corps Foster Grandparent Program (FGP)

The Foster Grandparent Program is an intergenerational program first established in 1965 where
volunteers help children in their communities develop academic and life skills critical to their
development and future success. Low-income volunteers age 55 and over connect with opportunities
to provide one-on-one mentoring, nurturing, and support to children with special or exceptional
needs, or who are at an academic, social, or financial disadvantage. In return for their service,
volunteers receive a small stipend of $2.65 per hour.

Senior Corps Senior Companion Program (SCP)

The Senior Companion Program engages low-income volunteers, age 55 and over, in providing in-
home support and friendship to adults who have difficulty with daily living tasks. They provide
companionship and assistance with daily tasks such as shopping or paying bills and give respite to
family caregivers. As a result, seniors are able to maintain their independence longer and live fuller
lives. Volunteers serving in this program also receive a stipend of $2.65 an hour.

Senior Corps RSVP

RSVP is one of America’s largest volunteer networks for people 55 and older and engages the skills,
talents, and experience of volunteers to meet a wide range of community needs. Volunteers recruit
and manage other volunteers, mentor and tutor disadvantaged children, support workforce
development by providing job readiness training, offer free tax preparation, help seniors live
independently in their homes, help communities recover from disasters, and expand economic
opportunities for veterans and their families.

Innovation, Demonstration, and Other Activities

Through its Call to Service initiatives, CNCS aims to engage more Americans in service to meet
pressing community needs including the Martin Luther King, Jr. National Day of Service and the
September 11th National Day of Service and Remembrance. In FY 2021, the nation will recognize
the 20" anniversary of September 11™. This important anniversary will allow the agency to engage
even larger amounts of volunteers than we have done in the past.

Volunteer Generation Fund

The Volunteer Generation Fund supports CNCS’s mission to improve lives and strengthen
communities by strengthening volunteer management practices across the country. This includes
helping State Service Commissions broaden their volunteer base, more effectively recruit and retain
volunteers, expand opportunity for those who serve, and increase their impact on community
challenges.

Evaluation
CNCS’s Office of Research and Evaluation coordinates the agency’s learning agenda, which
includes building its evidence base, and facilitating the use of evaluation to inform important
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MISSION AND ORGANIZATIONAL STRUCTURE

decisions. To this end, the office conducts research and evaluation on CNCS service programs;
helps build the capacity of agency-funded partners to conduct and understand evaluations; and

facilitates evidence-based and evidence-informed grantmaking.

National Service Trust

The National Service Trust provides Education Awards for eligible AmeriCorps members who

successfully complete their terms of service in an AmeriCorps program.
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PERFORMANCE GOALS, OBJECTIVES AND RESULTS

PERFORMANCE GOALS, OBJECTIVES, AND RESULTS

Priority 1: Strengthen Our Agency’s Infrastructure and Operations

CNCS recognizes that it must strengthen its internal controls and modernize its capabilities and
capacity in key operational areas in order to ensure the efficient and effective use of taxpayer

funds. Historically, CNCS has underinvested in key operational areas — such as not maintaining and
upgrading its financial system consistent with federal requirements, which has resulted in CNCS’s
inability to complete key financial reports, including our quarterly financial statements, without
external validation and significant manual corrections and adjustments.

Additionally, the agency recognized a need to take action to increase grantee compliance with
statutorily-required National Service Criminal History Checks.

In FY 2019, CNCS prioritized investment in these areas to strengthen the agency’s infrastructure.
Toward these ends, CNCS set out to accomplish several objectives in FY 2019, including:

Objective 1.1: Modernize CNCS’s core financial management systems

Strategy:

e Explore options for upgrading or migrating legacy financial systems, including initiating an in-
depth analysis of customer requirements and available services to bring our processes into the
21 century.

Results:

e Following a nine-month discovery phase and evaluation of options, CNCS made the decision in
June 2019 to enter into a shared services agreement with the Administrative Resource Center
(ARC) within Department of Treasury. The shared service agreement with ARC will cover
certain accounting, procurement, and human capital functions. This change will improve
regulatory compliance, strengthen consistency and reliability of services, and enhance cost-
efficiency.

e In September 2019, CNCS launched the planning process for migrating certain accounting and
procurement functions to the Department of Treasury’s core financial system. This includes data
migration from CNCS’s Momentum and PRISM IT platforms to ARC’s Oracle and PRISM IT
platforms.

Objective 1.2: Help grantees eliminate barriers to compliance with National Service Criminal
History Check (NSCHC) requirements

Strategy:

Launch new tools and policies and approve an external vendor to reduce burden for grantees to
obtain compliant National Sex Offender Public Website (NSOPW) and state criminal history
checks.
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PERFORMANCE GOALS, OBJECTIVES AND RESULTS

Results:

e In November 2018, CNCS launched a vendor tool for grantees to use and streamline the process
to conduct compliant NSOPW and state checks. This new vendor complemented the existing
vendor that has been in place to conduct FBI checks. As of September 2019, more than 1,900
accounts were established with the vendor and more than 90,000 NSOPW and state criminal
history checks have been performed.

e A preliminary analysis of the agency’s FY 2019 IPERIA test transactions shows that the
agency’s improper payment rates would have dropped by 40-53% across all four of its
susceptible programs had the newly approved vendor been fully in place during the FY 2019
IPERIA testing cycle. (Further details are provided in the Payment Integrity section of this
report.)

Priority 2: Increase Community Impact

CNCS is committed to improving lives and strengthening communities through service and
volunteering by empowering citizens to solve local problems, expand economic opportunity, and
encourage personal responsibility. Based on principles of local control, competition, accountability,
and public-private partnership, CNCS investments provide vital services to communities and
generates dividends that far exceed the original investment. Through strategic and evidence-based
grantmaking, we partner with thousands of nonprofit organizations, faith-based groups, schools, and
local governments to solve tough problems and meet local needs.

In FY 2019, CNCS supported approximately 280,000 program participants serving both
AmeriCorps and Senior Corps in 45,000 service locations across the nation. These members
supported key focus areas: Education, Healthy Futures (prioritizing investments to address the
opioid epidemic), Veterans and Military Families, Disaster Relief, Economic Opportunity and the
Environment.

CNCS also continued to invest in initiatives that demonstrate how national service helps
communities solve challenges across the nation, including Administration priorities, such as
workforce development, by helping community members who receive services from AmeriCorps
members and Senior Corps volunteers connect to jobs, and by helping AmeriCorps members
transition to employment after they serve. Each full-time AmeriCorps member that successfully
completes their term of service earns a Segal Education Award of nearly $6,000 to pay for further
education or help repay student loan debt.

CNCS programs also help communities recover from natural disasters, assisting with volunteer and
donations management, disaster survivor assistance, operations and logistics support, home repair
and restoration, and much more. In FY 2018 and 2019, CNCS deployed nearly 6,000 AmeriCorps
and Senior Corps members in direct response to Hurricanes Harvey, Irma, Maria, Michael, and
Florence.

The agency also continued to direct more resources into projects that use an evidence-based
intervention model, prioritizing investments that have proven success.
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PERFORMANCE GOALS, OBJECTIVES AND RESULTS

Objective 2.1: Expand priority Education and Healthy Futures initiatives while continuing to
support projects and participants in other agency focus areas that help strengthen
communities across the country

Key Strategies:

e Prioritize new or expanded awards aligned with this objective

e Prioritize AmeriCorps State and National funding to service models with evidence of
effectiveness

Results:

Student Academic Success

CNCS continues to invest in projects that help students make progress toward their education goals,
supporting program interventions that focus on attendance, behavior, and course support to both
keep kids in school and support their academic achievement, up to and including helping them
graduate from high school. In FY 2019, AmeriCorps projects supported an estimated 485,000
students achieve academic success.’

Studies continue to show that there is a strong relationship between Americans’ academic and
financial success. According to the Bureau of Labor Statistics, those with a high school diploma
have 37 percent more weekly median earnings compared with those who do not have a degree.* The
former group is nearly 2 percentage points less likely to be unemployed.

Other models used to increase student achievement include one-on-one tutoring, afterschool
programs, mentoring, and activities that support grade-level skill acquisition for kids, such as
reading and math outcomes that are tied to expected grade level achievement.

Opioids

Our nation is in the midst of an unprecedented opioid epidemic. This growing crisis is causing
devastating effects on families, workplaces, the health care system, and communities. According to
data from the Centers for Disease Control, in 2017, nearly 50,000 Americans died of opioid-
involved causes — six times higher than in 1999. The Center reports that on average 130 Americans
die every day from opioid abuse.’

In response, and in support of the Office of National Drug Control Policy, CNCS is increasing
resources to projects that fight this epidemic. For example, in FY 2019, hundreds of Senior Corps
Volunteers participated in episodic activities such as prescription drug take back events and
distribution of drug prevention information to fight the opioid epidemic. AmeriCorps and Senior

3 CNCS FY 2019 awardee data will not be fully submitted and reviewed until early CY 2020. The agency will report updated results in
its FY 2020 Annual Management Report.

4 https://www.bls.gov/careeroutlook/2018/data-on-display/education-pays.htm

5 https://www.cdc.gov/drugoverdose/epidemic/index.html
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PERFORMANCE GOALS, OBJECTIVES AND RESULTS

Corps are on the forefront of taking action to prevent and reduce opioid abuse. In FY 2019, an
estimated 2,300 AmeriCorps and Senior Corps volunteers served in opioid-related projects.®

Independent Living

According to recent Census information, America is aging such that by 2030, nearly one in five
residents will be retirement age. As the country’s demographics change, Senior Corps and
AmeriCorps volunteers are helping to combat issues of depression and social isolation in seniors
throughout the nation. In FY 2019, hundreds of thousands of Americans across the nation received
independent living support from CNCS programs. CNCS programs have demonstrated that
volunteering decreases feelings of isolation and proves as a cost-effective way for America to help
support seniors as they help support their peers.

Research suggests that seniors who remain in their homes and engage in their communities as they
age are happier and healthier than those who do not. For example, CNCS’s 2017 Evidence Report
found that nearly half of new Senior Corps volunteers report improvements in health and well-being
after just one year. Sixty-three percent of those who often felt alone reported decreased feelings of
isolation. In FY 2019, an estimated 379,400 individuals received independent living support from
AmeriCorps and Senior Corps programs.’

Member Experience

CNCS members are its most important partners — they provide the boots on the ground to help
communities address the priorities mentioned earlier and many more. Therefore, the agency remains
keenly focused on members’ experience, which CNCS tracks through an annual survey.

Our annual survey focuses on questions that gauge member satisfaction, learning, and skill
acquisition among other items. In FY 2019, an estimated 89% of AmeriCorps members reported
satisfaction with the service experience.®

Objective 2.2: Expand the development and use of evidence to inform business decisions

In FY 2019, CNCS continued to invest in activities that build knowledge about what works in
national service and how the agency can help make it work for more Americans. Below is a high-
level overview of strategies and results accomplished in FY 2019.

Strategies:
e Continue implementing CNCS’s Evidence Plan
¢ Increase funding to awards with moderate or strong evidence.

Results:
Below are important evidence-building activities CNCS undertook in FY 2019.

6 CNCS FY 2019 awardee data will not be fully submitted and reviewed until early CY 2020. The agency will report updated results in
its FY 2020 Annual Management Report.

7 CNCS FY 2019 awardee data will not be fully submitted and reviewed until early CY 2020. The agency will report updated results in
its FY 2020 Annual Management Report.

8CNCS FY 2019 awardee data will not be fully submitted and reviewed until early CY 2020. The agency will report updated results in
its FY 2020 Annual Management Report.
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PERFORMANCE GOALS, OBJECTIVES AND RESULTS

Continued to assess CNCS’s Annual Member Exit Survey — performed standard data analyses
and reporting, customized data analyses and reporting, and updated the public data set for
sharing.

Completed a 50-year Senior Corps research review to inform the implementation of a new
research agenda in FY 2021, including the administration of another longitudinal study of health
outcomes for senior volunteers. Further details about the report released in 2019 is on our
website.

Awarded a contract to initiate planning for up to four analyses, and it is anticipated that
additional acquisition planning will take place in FY 2020 and FY 2021 to build on FY 2019
findings. The contractor will perform a targeted return on investment analysis/cost effectiveness
of national service programs. For AmeriCorps, the focus will be on education and disaster
response interventions. For Senior Corps, the focus will be on the Senior Companion Program.

Awarded a multi-year contract for four studies to formally evaluate AmeriCorps National
Civilian Community Corps and its ability to retain members, develop civic leaders, and impact
the communities they serve.

Objective Progress:

In FY 2019, CNCS developed its new Strategic Evidence Plan that will guide the agency’s learning
agenda and help inform its business decisions.’ This plan and related activities build on efforts to
date that show national service positively affects those who serve and the communities they serve in.
As CNCS builds on the growing body of evidence for national service success, the agency continues
to use this evidence to inform core business decisions such as grant awards. In FY 2019, an
estimated 41% of AmeriCorps competitive funds supported awards with moderate or strong
evidence.!® Some examples of this impact are presented on the Evidence Exchange.

9 CNCS'’s Strategic Evidence plan can be found at https://www.nationalservice.gov/documents/2019/new-cncs-strategic-evidence-

plan.

10 New, competitive AmeriCorps State and National grants.

Corpo
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ANALYSIS OF FINANCIAL STATEMENTS AND STEWARDSHIP
INFORMATION

The accompanying FY 2019 financial statements have been prepared in accordance with the
accounting standards codified in the Statements of Federal Financial Accounting Standards and with
Office of Management and Budget (OMB) Circular No. A-136, Financial Reporting Requirements.

Table of Key Measures (in thousands)

Unaudited

Unaudited Restated
Balance Sheet: Summary of Data 2019 2018
Fund Balance with Treasury $ 1,346,606 $ 1,210,560 11%
Investments and Related Receivables 756,080 792,816 -5%
Accounts Receivable, Net 4,512 8,602 -48%
Cash and Other Monetary Assets 4 25 -86%
Advances to Others 68,777 66,662 3%
Property and Equipment, Net 368 28,440 -99%
Total Assets $ 2,176,347 $ 2,107,105 3%
Accounts Payable $ 26,694 $ 482 5473%
Other Liabilities 15,488 15,338 3%
Advances from Others 8,981 13,611 -37%
Trust Service Award Liability 375,834 304,320 23%
Grants Payable 115,316 130,773 -12%
Actuarial FECA Liability 6,817 7,168 -5%
Total Liabilities 549,129 471,693 16%
Total Net Position 1,627,218 1,635,413 0%
Total Liabilities and Net Position $ 2,176,347 $ 2,107,105 3%

Unaudited

Unaudited Restated Percent
Statement of Net Cost: Summary of Data 2019 2018 Change
Gross Costs $ 1,120,530 $ 948,886 18%
Less: Earned revenue (52,980) (52,346) 2%
Net Cost of Operations $ 1,067,550 $ 896,540 19%

Unaudited

Statement of Budgetary Resources: Unaudited Restated Percent
Summary of Data 2018 2017 Change
Unobligated Balance from prior year budget authority,
net (discretionary and mandatory) $ 513,568 $ 323,904 59%
Appropriations (discretionary and mandatary) 1,167,924 1,284,042 -9%
Spending authority from offsetting collections
(discretionary and mandatary) 31,522 40,084 -21%
Total Budgetary resources $ 1,713,014 $ 1,648,030 4%

The Balance Sheet provides an overview of CNCS’s financial position at the end of the fiscal year.
The statement displays the current and future economic benefits owed or available for use (assets),
amounts owed (liabilities) and the residual amount (net position) at September 30,
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ANALYSIS OF FINANCIAL STATEMENTS AND STEWARDSHIP
INFORMATION

Comparative Balance Sheet (in thousands)

Total Assets,
$2,500,000 | §$2,176,347
"l"$02tall (;;ngt;’ Total Net Position,
$2,000,000 = Total Net Position, $1,635,413
$1,627,218
$1,500,000
$1,000,000 Total Liabilities, P
$549.129 Total Liabilities,
. $471,6
o i ‘
$-
Total Assets Total Liabilities Total Net Position

m2019 m2018

Assets

At the end of FY 2019 and 2018, CNCS had $2.10 billion and $2.01 billion in assets, respectively.
Fund Balance with Treasury (FBWT) and Investments in Securities formed majority of the assets.
The Balance Sheet also identities governmental and non-governmental activities.

Fund Balance with Treasury: FBWT is the largest asset class, representing 62% of total assets.
FBWT increased by $136 million in FY 2019 due primarily to the sale of treasury securities to cover

the temporary rescission on the National Service Trust fund and due to an increase in appropriated
funds.

Investments: Investment is 35% of total assets and that makes it the second largest class. Funding
for the Trust investments comes from appropriations, interest earned, sponsorships and proceeds
from the sale or redemptions of investments. In FY 2019, there was a $37 million decrease in
investment due primarily to the sale of Treasury bills.

0% 3% 0% Assets

0%
‘ = Fund Balance with Treasury

= [nvestments and Related Receivables
= Accounts Receivable, Net

= Cash and Other Monetary Assets

= Advances to Others

= Property and Equipment, Net

Liabilities
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ANALYSIS OF FINANCIAL STATEMENTS AND STEWARDSHIP
INFORMATION

CNCS liabilities, or amounts owed were $549 million and $472 million for the fiscal years ended
2019 and 2018, respectively. The majority of the liabilities are $375 million in Trust Service award
and $115 million in Grants payable. The Trust Service Award Liability represents estimates of
unpaid and earned education award and interest forbearance costs that are likely to be paid. The
Grants payables on the other hand represent funds due to grantees for performance under a grant.

Liabilities

= Accounts Payable

= Other Liabilities

= Advances from Others

= Trust Service Award Liability

= Grants Payable
» Actuarial FECA Liability

Net Position

CNCS Net Position is the difference between assets and liabilities. Changes in Net Position result
from changes in the cumulative results of operations. In FY 2019, there was a $29 million decrease
in cumulative results of operations which was mostly caused by the write off capitalized software in
development in FY 2019.

Comparative Net Position (in thousands) Net Position,
Unexpended Net Position, || $1,635,413

31,800,000 Appropriation , Unexpended $1,627,217
$1,600,000 |  $1,009,773 Appropriation ,
$1,400,000 $989,069
51,200,000 Cumulative Results of Cumulative Results of
$1,000,000 Operations , Operations ,

$800,000 $617,445 $646,344

$600,000

$400,000

$200,000

5-
Unexpended Appropriation Cumulative Results of Operations Net Position

m2019 m2018

Statement of Net Cost
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ANALYSIS OF FINANCIAL STATEMENTS AND STEWARDSHIP
INFORMATION

CNCS Statement of net cost measures the use of appropriated funds by programs (AmeriCorps
VISTA, AmeriCorps NCCC, AmeriCorps State and National, Senior Corps) authorized by
Congress. CNCS net cost for the period ending September 30, 2019 and 2018 were $1,120 million
and $896 million, respectively. The 18% increase in operating cost in FY 2019 is mostly due to the
increase in Trust service awards expense. AmeriCorps State and National is the largest contributor
to the Agency’s overall cost of operations. The program cost includes grant expenses, direct and
allocated personnel and administrative cost.

Comparative Net Cost (in thousands)
$1,200,000 Gross Costs, Net Cost of Net Cost of
$1,120,530 Operations, Operations,
$1,067,550 $896,540
$1,000,000 Gross Costs,
$948,886
$800,000
$600,000
$400,000
Earned revenue,
£200,000 $52,980 Earned revenue,
’ $52,346
$- I .
Gross Costs Earned revenue Net Cost of Operations
m2019 m2018

Statement of Budgetary Resources

The statement of budgetary resources represents CNCS’s budgetary resources, which comes from
unobligated balances from prior-year appropriations, new appropriations, and limited receipts from
other sources (such as collections of disallowed costs from grantees) at the end of the reporting
fiscal year. In FY 2019, CNCS had a $116 million decrease in appropriations received from
Congress compared to FY 2018.
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ANALYSIS OF FINANCIAL STATEMENTS AND STEWARDSHIP
INFORMATION

Comparative Budgetary Resources (in thousands)

Total Budgetary
Total Budgetary Resources,
Resources, $1,648,030
$1,800,000 $1,713,014
Appropriations, _
$1,600,000 $1,167,924
Unobligated
balance from Appropriations,
51,400,000 | hrior year budget $1,284,042
authority,
$1,200,000 $513,568 '
Spending
) authority from
$1,000,000 Unobligated offsetting
balance from collections,
$800,000 prior yeat ' §40,084
budget Spending
authority, authority
$600,000 $323,904 from
offsetting
$400,000 collections,
$31,522
$200,000
$- s RN
Unobligated balance Appropriations Spending authority from  Total Budgetary
from prior year budget offsetting collections Resources
authority
m 2019 m2018
Corporation for
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ANALYSIS OF SYSTEMS, CONTROLS AND LEGAL COMPLIANCE

ANALYSIS OF SYSTEMS, CONTROLS AND LEGAL
COMPLIANCE

Corporation for National and Community Service

NationalService.gov

FY2019 Annunal Assurance Statement

The Corporation for Mational and Community Service (CNCS) management is responsible for managing risks and
maintaining ¢ffective internal control to meet the objectives of Sections 2 and 4 of the Federal Managers' Financial
Integrity Act. CNCS conducted its assessment of risk and internal control in accordance with OMB Circular No. A-123,
Management's Responsibility for Enterprise Risk Management and Internal Control. Based on the results of the
assessment, the CNCS can provide reasonable assurance that internal control over operations, reporting, and compliance
were operating effectively as of September 30, 2019, except for the material weaknesses reported below. To address these
material weaknesses and also tackle the ageney’s most critical organizational challenges, my leadership team is
implementing a Transformation and Sustainability Plan that has as its top priority strengthening and improving accounting
operations and financial systems. 1am happy to share that CNCS will soon join over 100 other government agencies in
the shared service provision of accounting operations, contracting and human capital with the US Department of the
Treasury Administrative Resource Center (ARC). In addition, the enhanced monitoring provided by the agency's Internal
Controls Program will provide the leadership with the risk information needed evaluate the remediation of those material

weaknesses. | look forward to sharing updates with you in our next Annual Management Report.

M&@ %/M

Barbara Stewart

Chief Executive Officer
250 E Street, SW NATIONAL &S
Washington, D.C. 20525 COMMUNITY
202-606-5000 | BO0-942-2677 | TTY B00-833-3722 SERVICEME=TT=
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ANALYSIS OF SYSTEMS, CONTROLS AND LEGAL COMPLIANCE

Corporation for National and Community Service
NationalService.gov

haterial Wealmesses

Aundit Area NFR Description of Material Weaknez=s First
# Year
Beported
Finaneial 1%-11 | CHCS contmued to rely mamly on preparing 8Vs and JWs to correct financial 2013
Eeporting =+ reporting 1ssues mestead of fixing the root canszes of its accountmg svstem
limitations and meffective financial reporting internal confrols.
19-12 | Fiancial Statements were not praparad 1n accordance with generally 2017
accepted scconnting principles (GAAF) and OME Circular A-136, Fmancial
Eeporting Requirements.
Trust Obligation | 1%-% | The control enviromment for estimation of the Trust Oblizations and the 017
and Lizkality TEAL ramams waak and prone to errors.
Modal
(TOLM*
Grants Accrmal | 19-3 CHCE did not melude Incurred But Mot Report (IBWE) costs n its grant 017
Payable and accmal estimate nor provide supporiing documentation as to why [BNE. costs
Advances®* should not be included the srant acemal estimate.
Accounts 18-13 | CHCS did not support the 1mputs used m the AP accrual estimation mcloding 2018
Payable and materiality levelz wsed and the quarters sslactad.
Undehverad
Orders —
Procurement®
Proparty & 19-7 Costs wera not caprtalized mn accordance with GAAP at Tune 30, 2019, 2018
| Ecnipmment® mcloding Tenznt Improvement Costs,
Undehverad 1%-14 | 1. For some of the grant award selected for substantive testing, the differenca 2013
Crder= between the WGA s award amount and the Pavment Management System
{Grant)** (PAIE) grant expenditures did not agres with the Undeliversd Order (7DD}
amount recordad m General Ledzer (GL).
2. The total grant award amount recorded m Momentuom and'or the PME did
not agras to the total grant award amount from the most recant MGA as of
650719,
3. Grant expendituras from the PRIS did not agree to the recorded
axpanditures m homentom.
4. Grants remained current for more than one year after the end of their period
of performanca.
5. Tranzaction definrtion used to record grant expenditures 1= not consistent
with the United States Standard General Ledger (US2GL) transachion.
Prior Year 15-6 CWCS did not provids supporting documentation for de-obligations for active 2013
Fecoveniaz ¥4+ Erante and contracts.
Other Liakbilities | 1%-10 | CHCS did not review and validate the balances reported mn itz beginning 2018
balancs 25 of June 30, 2019,
250 E Strect, SW NATIONAL &
Washington, D.C. 20525 COMMUNITY
202-606-5000 | S00-942-2677 | TTY B00-833-3722 SERVICEEEEES
Corporation for
NATIONAL &Y
COMMUNITY
SERVICEE=S= Page | 15



ANALYSIS OF SYSTEMS, CONTROLS AND LEGAL COMPLIANCE

Internzl Comtrol | 15-13 | In FY 2019, CWCS'= system of internal control did not mest Federal 2013
Program requiremeants or operate effectrvaly. The system of internazl controls failed to
(FMFLA)** 1dentify mumber of pervasive material weakmeszes that we found m financial

reporting and in specific material line items on the financial statements,

* CHCE Internal Control Program identified a material weakmess in this process

*+ CHCS Internal Control Program identified 3 significant deficisncy in this process

wid CHNCS Internal Control Program identified the lack of supporting documentation for contracts as 3 material wesalmess and grants
as a significant deficiency.

NATIONALAT
COMMUNITY

MafionalSerice.gov SERVICEEEES
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FINANCIAL SECTION

FINANCIAL SECTION

Message from the Chief Financial Officer

Corporation for National and Community Service

NationalService.gov

Movember 19, 2019

I am pleased to join CNCS's CEQ in presenting the agency’s FY 2015 Annual
Management Report, which provides a snapshot of our support to the many volunteers,
staff, and stakeholders who help positively transform lives and strengthen communities
across the nation.

In FY 2019, CNCS continued to implement objectives aligned with the President’s
Management Agenda and the agency’s Transformation and Sustainability Plan, while
addressing concerns raised in the prior vear’s Independent Auditor's Report.

In the past vear, the agency began to implement a transition to shared services for
accounting, procurement, travel, and human capital functions with the Department of
Treasury's Administrative Resource Center. This partnership will provide a proven
foundation on which to strengthen and enhance CNC5's core financial processes. It also
advances the Administration goal to share quality services.

Last vear, the agency also launched new tools and related processes to strengthen
grantee accountability and compliance with the important criminal history check
process. This effort will help reduce grantee burden as well as reduce the incidence of
improper pavments.

The actons highlighted above and throughout this report will help CNCS continue to
deliver on its mission and mitigate challenges identified in this vear's Independent
Auditor's Report. Additional information on the steps the agency has taken to address
audit concerns can be found in this report’s Management Response.

In closing, [ would like to recognize all the Operations staff — those who put in the extra
effort to help a volunteer or member serve or to make timely grant awards — who make
CINCE's execution of its mission possible. Our financial and operations teams are an
often-forgotten cornerstone of national service who get things done for America.

Robert McCartw
Chief Financial Officer
Corporation for National and Community Service

250 E Street, SW NATIONAL&Y
Washington, D.C. 20525 COMMUNITY
202-606-5000 | B00-942-2677 | National Sendce gowcontact-us SERVICEGE ==
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FINANCIAL SECTION

Independent Auditors’ Report on Consolidated Financial Statements

L

CORPORATION FOR NATIONAL
& COMMUNITY SERVICE

OFFICE OF INSPECTOR GENERAL

AUDIT OF THE CORPORATION FOR
NATIONAL AND COMMUNITY SERVICE'S
FISCAL YEAR 2019
CONSOLIDATED FINANCIAL STATEMENTS

OlG Report 20-01

Prepared by:

CliftonLarsonAllen LLP
901 North Glebe Road, Suite 200
Arlington, VA 22203

This report was issued to Corporation management on MNovember 20, 2019, Under the
laws and regulations governing  audit follow up, the Corporation is to make
final management decisions on the report’'s findings and recommendations no later than May
20, 2020, and complete its corrective actions by November 20, 2020. Consequently,
the reported findings do  not necessarily represent the final resolution of the issues presented.

IEEEEEEEEE——

NATIONAL &
COMMUNITY
SERVICEET S
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FINANCIAL SECTION

OFFICE OF INSPECTOR GENERAL

CORPORATION FOR
NATIONAL & COMMUNITY SERVICE

November 20, 2019

MEMORANDUM TO: Barbara Stewart
Chief Executive Officer

FROM: Monigue P. Colter 5/
Assistant Inspector General for Audit

SUBJECT: Audit of the Corporation for National and Community Service's
Fiscal Year 2019 Consolidated Financial Statements, OIG Report
20-01

We contracted with the independent certified public accounting firm of CliftonLarsonallen LLP
(CLA) to audit the consolidated financial statements of the Corporation for National and
Community Service (CNCS) as of September 30, 2015, and for the year then ended. The
contract required that the audit be performed in accordance with the United States generally
accepted government auditing standards and applicable Office of Management and Budget
audit guidance. In its audit of the fiscal year 2019 CNCS consolidated financial statements, CLA
reported:

* Disclaimer of Opinion: CNCS was unable to provide adequate evidential matter to support
a significant number of transactions and account balances due to inadequate processes and
controls to support transactions and estimates, and inadequate records to support
accounting for transactions in accordance with generally accepted accounting principles.
CLA has not been able to obtain sufficient appropriate audit evidence to provide a basis for
an audit opinion.

* Nine material weaknesses and two significant deficiencies in CNCS's internal control over
financial reporting. These issues included:

o Material Weaknesses:
1. Internal Controls Program;
Financial System and Reporting;
Trust Obligations and Liability Model,
Grants Accrual Payable and Advances;
Undelivered Orders and Accounts Payable - Procurement;
Property and Equipment;
Undelivered Orders - Grants;
Recoveries of Prior Year Obligations; and
Other Liabilities.

el U LA U
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FINANCIAL SECTION

o Significant Deficiencies:
1. Information Technology Security Controls; and
2. Accounts Receivable and Allowance for Doubtful Accounts.

* CLA performed applicable tests of CNCS's compliance with certain provisions of laws,
regulations, contracts, and grant agreements, noncompliance which could have a direct and
material effect on the determination of financial statement amounts and disclosures. CLA
noted Single Audit Compliance as an instance of noncompliance that is required to be
reported.

Had CLA been able to obtain sufficient appropriate audit evidence to express an opinion on the
CNCS consolidated financial statements, other material weaknesses or significant deficiencies,
or instances of noncompliance or other matters may have been identified and reported.

In connection with the contract, we reviewed CLA's report and related documentation and
inguired of its representatives. Our review, as differentiated from an audit of the financial
statements in accordance with the United States generally accepted government auditing
standards, was not intended to enable us to express, and we do not express, an opinion on
CNCS's financial statements or conclusions about the effectiveness of internal control over
financial reporting; or conclusions on compliance with applicable provisions of laws,
regulations, contracts, and grant agreements.

CLA is responsible for the attached independent auditors’ report, dated November 7, 2015, and
the conclusions expressed therein. However, our review disclosed no instances where CLA did
not comply, in all material respects, with the United States generally accepted government
auditing standards.

As Stated,

ce Lisa Guccione, Chief of Staff
Timothy Noelker, General Counsel
Brian Finch, Acting Chief Operating Officer
Robert McCarty, Chief Financial Officer
Dr. Pape Cissé, Chief Information Officer
Jill Graham, Acting Chief Risk Officer
Rachel Turner, Audits and Investigations Program Manager
Mia Leswing, Principal-in-Charge, CliftonLarsonAllen LLP
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FINANCIAL SECTION

CliftonLarsonAllen LLP
\ * CLAconnect.com

F
INDEPENDENT AUDITORS' REPORT

To the Board of Directors and Inspector General of the
Corporation for National and Community Service

Report on the Financial Statements

We were engaged to audit the accompanying consolidated financial statements of the
Corporation for MNational and Community Service (CNCS), which comprise the consolidated
balance shest as of September 30, 2013, the consolidated statement of net cost and changes in
net position, the combined statement of budgetary resources, for the year then ended, and the
related notes to the consolidated financial statements (referred to herein as consolidated
financial statements).

Management's Responsibility for the Financial Statements

CNCS management is responsible for the preparation and fair presentation of these consolidated
financial statements in accordance with accounting principles generally accepted in the United
States of America (1U.S.); this includes the design, implementation, and maintenance of internal
control relevant to the preparation and fair presentation of consclidated financial statements
that are free from material misstatement, whether due to fraud or error.

Auditors’ Responsibility

Our responsibility is to express an opinion on these consolidated financial statements based on
conducting the audit in accordance with auditing standards generally accepted in the U.5.; the
standards applicable to financial audits contained in Government Auditing Standards, issued by
the Comptroller General of the United States; and Office of Management and Budget (OME)
Bulletin No. 19-03, Audit Requirements for Federal Financial Statements (OMB Bulletin No. 19-
03). Because of the matters described in the Basis for Disclaimer of Opinicn paragraph; however,
we were not able to obtain sufficient appropriate audit evidence to provide a basis for an audit
opinion on the consolidated financial statements.

Basis for Disclaimer of Opinion

CNCS was unable to provide adequate evidential matter to support a significant number of
transactions and account balances, as presented in the accompanying consolidated financial
statements as of and for the year ended September 30, 2019, due to inadequate processes and

A mamber of
1

Nexia

Intermationa
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FINANCIAL SECTION

INDEPENDENT AUDITORS' REPORT (Continued)

controls to support transactions and estimates, and inadequate records to support accounting
for transactions in accordance with the U.S. generally accepted accounting principles.

Disclaimer of Opinion

Because of the significance of the matters described in the basis for disclaimer of opinion
paragraph, we have not been able to obtain sufficient appropriate audit evidence to provide a
basis for an audit opinion on the consolidated financial statements of the Corporation for
Mational and Community Service. Accordingly, we do not express an opinion on the consolidated
financial statemeants.

Emphasis of Matter

As discussed in Note 1B to the consclidatad financial statemeants, CNCS is presenting a single year
financial statements in FY 2019 instead of comparative financial statements, which is requirad in
the applicable guidance from Office of Management and Budgst (OMB) Circular No. A-136,
Financial Reporting Requirements. Our opinion is not modified with respect to this matter.

Report on Internal Control over Financial Reporting and on Compliance Based on an Audit of
Financial Statements Performed in Accordance with Government Auditing Standards

internal Control over Financial Reporting

In connection with our engagement to audit the consclidated financial statements, we
considered CNCS's internal control over financial reporting (internal control) to determine the
audit procedures that are appropriate in the circumstances for the purpose of expressing our
opinion on the consolidated financial statements, but not for the purpose of exprassing an
opinion on the effectiveness of CNCS's internal control. Accordingly, we do not express an
opinion on the effectiveness of CNCS's internal control. We did not test all internal controls
relevant to operating objectives as broadly defined by the Federal Managers’ Financial Integrity
Act of 1982 (FMFIA).

Our consideration of internal control was for the limited purpose described in the preceding
paragraph and was not designed to identify all deficiencies in internal control that might be
material weaknesses or significant deficiencies; therefore, material weaknesses or significant
deficiencies may exist that have not been identified. However, as described in Exhibits A and B,
we identified certain deficiencies in internal control that we consider to be material weaknesses
and significant deficiencies.

& deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent, or detect and correct, misstatements on a timely basis. A material weakness is a
deficiency, or a combination of deficiencies, in internal control, such that there is a reasonable
possibility that a material misstatement of the consclidated financial statements will not be
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INDEPENDENT AUDITORS" REPORT (Continued)

prevented, or detected and corrected on a timely basis. We consider the deficiencies in the areas
below, and described in Exhibit A to be material weaknesses,

1. Internal Contrals Program {FMFIA)

Financial System and Reporting

Trust Obligations and Liability Model (reported in the prior year as two material
weaknesses - Trust Fund Unpaid Obligations and Trust Service Award Liability)
Grants Accrual Payable and Advances

Undelivered Orders and Accounts Payable - Procurement

Property and Equipment

Undeliverad Orders - Grants

Recoveries of Prior Year Obligations

Other Liabilities

W

000N O

A significant deficiency is a deficiency, or combination of deficiencies, in internal control that is
less severs than a material weakness, yet important enough to merit attention by those charged
with governance. We consider the deficiencies in the area below and described in Exhibit B to
be significant deficiencies.

10. Information Technology Security Controls
11. Accounts Receivable and Allowance for Doubtful Accounts

Also, as required by OMB Bulletin No. 13-03, we compared the material weaknesses disclosed
during the audit with those material weaknesses reported in CNCS's FMFIA report that relate to
financial reporting. We identifiad the following material weaknesses that were not disclosed by
CNCS in its FMFIA report:

Material weakness number 1- Internal Controls Programs
Material weakness number 2- Financial System and Reporting
Material weakness number 7- Undelivered Orders - Grants
Material weakness number 8- Recoveries of Prior Year Obligations
Material weakness number 9- Other Liabilities

We consider CNCS's failure to detect and report material weaknesses a material weaknass in
CNCS's internal control.

Had we been able to obtain sufficient appropriate audit evidence to express an opinion on the
consolidated financial statements, other material weaknesses or significant deficiencies may
have been identified and reported herein.

Compliance with Laws, Regulations, Contracts, and Grant Agreements and Other Matters

As part of obtaining reasonable assurance about whether CNCS's consolidated financial
statements are free from material misstatement, we performed tests of its compliance with
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INDEPENDENT AUDITORS" REPORT (Continued)

certain provisions of laws, regulations, confracts, and grant agreements noncompliance with
which could have a direct effect on the determination of material financial statement amounts
and disclosures. However, providing an opinion on compliance with thase provisions was not an
objective of our audit, and accordingly, we do not express such an opinion.

The results of our tests disclosed instances of noncompliance or other matters, describad below
and in Exhibit C, that are reguired to be reported in accordance with Government Auditing
Standards.

Management's Responsibility for Internal Control and Compliance

CNCS management is responsible for (1) maintaining effective internal control over financial
reporting, including the design, implementation, and maintenance of internal contral relevant to
the preparation and fair presentation of consclidated financial statements that are free from
material misstatements, whether due to fraud or error, (2) providing a statement of assurance
on the overall effectiveness on internal control over financial reporting, and {3) complying with
other applicable laws, regulations, contracts, and grant agreements.

Auditors’ Responsibilities

We are responsible for (1) obtaining a sufficient understanding of internal control over financial
reporting to plan the audit, and (2) testing compliance with certain provisions of laws,
regulations, contracts, and grant agreements.

We limited our tests to certain provisions of laws, regulations, contracts, and grants agreements
noncompliance with which could have a direct effect on the determination of material financial
statement amounts and disclosures. We were not able to perform all applicable tests of CNCS's
compliance due to inability to obtain sufficient appropriate audit evidence to enable us to express
an opinion on the consolidated financial statements. Also, providing an opinicn on compliance
with those provisions was not an objective of our engagement, and accordingly, we do not
express such an opinion.

CNC5’s Response

CNCS, in its response to the draft audit report, included in Exhibit D, did not comment on all
findings except a general comment that “AFMS discovered and corrected errors that are
nevertheless included as findings in the report” and a non-concurrence “with the auditor's
conclusion that CNCS should include the early, start-up years of the Mational Service Trust in its
projections of future liabilities. CNCS believes its analysis based on more current trends is well-
supported and yields more accurate results.” CNCS stated that it will incorporate
CliftonLarsonAllen’s (CLA's) recommendations “where appropriate,” without elaboration.
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INDEPENDENT AUDITORS" REPORT (Continued)

Auditors’ Response

With one exception, CNCS did not respond to the specific findings in the audit report, making
further auditor comment unnacessary. With respect to the National Service Trust, CNCS's
response takes issue with a “conclusion” that the audit report does not contain. Instead, CLA
noted that particular assumptions that were omitted from the Trust liability model could have a
significant impact on the accuracy of the estimated liability and the sufficiency of the amounts
obligated and available to pay those liabilities when due. The issue is unrelated to the inclusion
of “early, start-up years” in the Trust model.

Status of Prior Year Findings

The status of findings in prior year Independent Auditors’ Report, dated November 5, 2018, is
included in Exhibit E.

Purpose of the Report on Internal Control over Financial Reporting and on Compliance

The purpose of the Report on Internal Control over Financial Reporting and on Compliance is
solely to describe the scope of our testing of internal control and compliance and the result of
that testing, and not to provide an opinion on the effectiveness of CNCS's internal control or on
compliance. Thase reports are an integral part of an audit performed in accordance with
Government Auditing Standards in considering CNCS's internal control and compliance.
Accordingly, these reports are not suitable for any other purpose.

%ZM@%L Y
CLIFTONLARSOMALLEN LLP

Arlington, Virginia
November 7, 2019
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EXHIBIT A
Material Weaknesses

1. Internal Controls Program [modified repeat material weakness)

An effective system of internal control is necessary to provide reasonable assurance that a
Federal entity conducts its programmatic activities effectively and efficiently, has a reliable
financial reporting system and complies with applicable laws and regulations, such as OMB
Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and Internal
Control, Policy section. Without a fully functional internal controls program, CNCS might not
meet its financial, programmatic and compliance objectives. Establishing internal controls that
meet Federal standards is a core responsibility of the management of a Federal agency, as
required by the Federal Managers' Financial Integrity Act of 1982 (FMFIA), OME Circular No. A-
123 and the Government Accountability Office’s (GAO's) Standards for Internal Control in the
Federal Government.

In Fiscal Year {FY) 2019, CNCS closed out four prior-year recommendations and implementad
certain corrective actions to improve its system of internal control. However, even with the
corrective actions, the system of internal contral was not effective. It failed to identify a number
of pervasive material weaknesses that we found in financial reporting and in specific material line
items on the financial statements.

Internal control deficiencies included:

* CNCS's internal control program failed to identify the following five material weaknesses
in its Chief Executive Officer's (CEQ's) assurance statement that we reported in both
FYs 2018 and 2015 financial statements audit results:

o Material weakness number 1- Internal Controls Programs?

Material weakness number 2- Financial System and Reporting?®

Material weakness number 7- Undelivered Orders - Grants?

Material weakness number &- Recoveries of Prior Year Obligations

Material weakness number 3- Other Liabilities

[ o R R ]

* (CNCS's internal control program designated the following two material weaknesses, but
with insufficient justifications:

1 CNCS reported this area as a significant deficiency. CNCS's justification only covers the untimely assessment of
internal controls to allow control owners to correct deficiencies prior to fiscal year end date. It did not address other
prior-year findings.

¥ CMCS only reported this area as a significant deficiency. CNCS did not consider the material weakness findings from
the prior year's financial statement audit.

¥ CNCS did not report material weakness on undelivered orders related to grants and disregarded the material
wieakness findings on undelivered orders related to grants from the prior year’s financial statement audit.
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EXHIBIT A
Material Weaknesses

o Material weakness number 4- Grants Accrual Payable and Advances*
o Material weakness number 6- Proparty and Equipment?

* CNCS's CED assurance statement stated that CNCS could provide reasonable assurance
that CNCS's internal control over operations, reporting and compliance was operating
effectively as of September 30, 2019, except for the material weaknessas that CNCS
identified. Howewer, even for those material weaknesses that CNCS identified, CNCS did
not address their potential impact on the financial statements or identify their root
causes. In addition, CNCS did not provide us with evidence to support this modified
assurance statement. Our review disclosed that the modified assurance statement was
not justified by the results of CNCS's own internal control testing. The assurance
statement may mislead stakeholders on the status of CNCS's internal controls owver
operations, reporting and compliance that could affect decisions impacting CNCS.

* CNCS did not effectively implement corrective action plans to remediate prior-year
financial statement audit findings to resolve any of the ten material weaknessas® and two
significant deficiencies identified in last year's financial statement audit. All ten of those
material weaknesses and two significant deficiencies persisted during FY 2019.

* CNCS's entity-level control assessmeant noted that the 17 entity-level control principles’
were rated low risk overall, with only five rated a medium risk. However, we found that
the basis for some of the ratings was not fully supported by the documentation of CNCS's
assessment, or inconsistent with the results of our findings. Directors of the functional
offices participating in the entity-level control assessment did not hawve a full
understanding of the internal control principles and how those principles relate to their
operations. In addition, they did not consider outstanding audit recommendations
related to their operations during the process of assessing entity-level controls.

* For those material weaknesses that CNCS identified, CNCS did not address the potential
impact on the financial statements or identify the root cause for those deficiencies.

* CNCS identified financial reporting as a significant deficiency, although we have reported
it as a material weaknass since the FY 2017 audit.

* CNCS's material weakness description did not cover the issue related to the omission of costs incurred but not
reported in the grant accrual methodolegy, which impacts the Grants Payable and Advances to Others line items in
the Balance Sheet.

# CNCS's material weakness description did not identify the issue that it did not properly record and account for
capitalized tenant improvements.

® The two prior year material weaknesses, Trust Fund Unpaid Obligations and Trust Service Award Liability, were
consolidated in one material weakness, Trust Obligations and Liability Model, for FY 2019 audit.

T Per GAD’s Standards for internal Control in the Federal Government.
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» (CNCS's Financial Reporting Business Process Narrative indicates that general ledger
account or financial statement line item balance changes that meet or exceed 10 percent
and 51 million will require a detailed explanation as part of its balance fluctuation
analysis. Howsver, our testing confirmed that CNCS actually used 10 percent and 57
million as a fluctuation analysis threshold. Further, CNCS's internal control testing
indicated that the fluctuation analysis was properly performed in the third quarter. We
continued to identify internal control deficiencies regarding CNCS's balance fluctuation
analysis with inadequate documentation; use of generic explanations on significant
account fluctuations; and errors in the formula used to calculate the fluctuations. See
Financial System and Reporting material weakness below for details.

* CNCS's Grants Financial Management Process Narrative did not identify a control gap to
verify the accuracy of CNCS's reporting of Advances to Others, which is adjusted basad on
the grant accrual estimate. We reported Grants Payable and Advances as a material
weakness since FY 2017,

* (CNCS's Office of Information Technology failed to disclose on its assurance statement the
following exceptions identifiad in CNCS's internal control objectives for CGI - Momentum,
CNCS's financial system:

o Control Objective: To ensure CNCS limits virtual access of CGI networks and user
systems to authorized (employees) parties only. CNCS's Internal Control Program
(ICP) notad that none of the Momentum accounts for employees who departed
CMNCS during the period of July 1, 2018, through March 31, 2019 were disablad
from Momentum.

o Control Objective: Ensure CNCS limits virtual access of CGI networks and user
systems to authorized (employees) parties only and reports any changes to CGl in
a timely manner. ICP indicated that no quarterly reviews of user-profiles have
been conducted since July 2018. Momentum is at risk of allowing access to parties
that do not require system access.

CNCS's testing worksheet identified these exceptions as high-risk control deficiencies.
However, in CNCS's summary assessment, one of those control weaknesses was
incorrectly reported as a medium risk. As a result, the severity of the internal control
weakness was understated. We disclosed similar findings as part of the information
technology security controls significant deficiency.

* CNCS's Data Quality Plan (DOP) did not identify key controls over financial and award data
reporting. The DOP also did not document CNCS's process for identifying and assessing
risks related to spending data. As aresult, there was no testing plan and identification of
high-risk reported data. The DQP alse did not identify the risk of misreporting, the impact
of the risk, and when those risks will be addressed. The DQP only established
responsibilities and procedures related to the quarterly data submission. The DOP also

NATIONAL&E
COMMUNITY
SERVICEE=S= Page | 28



FINANCIAL SECTION

EXHIBIT A
Material Weaknesses

was not addressad within the context of the appropriate functional office’s assurance
statement to the CEO orin the CEQ's assurance statement.

* CNCS, in assessing the information security risks on its external systems managed by
service providers, did not address the gap periods between the system audit coverage
ending dates and CNCS's fiscal year-end date (September 30, 2013), ranging from 30 to
123 days. Specifically, CNCS did not review external system audit reports timely after the
reports were issued to allow time to follow up concerning the gap in audit coverage. CNCS
did not establish a requirement to obtain a gap letter from its external system service
providers to obtain information regarding material changes in internal controls affecting
the systems or perform timely review of the axternal system service providers' audit
reports.

* CNCS did not complete a risk register that records identified risks at the mission and
business process level or Tier 2 as defined by the National Institute of Standards and
Technology. CNCS has delayed the preparation of a new risk register from February 2019
to December 2019. The existing risk register, the first one prepared by CNCS, did not
mest all of the applicable requirements, as it simply collected inputs of staff, not all of
whom had a clear understanding of risk principles. Leadership from wvarious CNCS
functional offices continue to develop the risk register at the mission and business process
levels. However, with the recent departure of the Chief Risk Officer and other key
personnel, the deployment of the risk register in December 2019 is at risk.

While we did not audit the internal control over programmatic operations, we also take note that
CNCS has not completad or implemented corrective actions to address the grant monitoring
weaknesses reported by GAO® and by CNCS-01G.% These open recommendations relate to the
accuracy of CNCS's grant risk assessment and the design and effectiveness of its grant
management and monitoring. The absence of sound monitoring of CNCS's core business, which
accounts for 75 percent of its operating budget, represants a potentially critical gap in the
internal control over operations.1®

OME Circular No. A-123 states that agency management should provide a statement of no
assurance when there are either “no processes in place or pervasive material weaknesses™!
{emphasis added). It also requires management to continuously monitor, assess, and improve
the effectivenass of internal control associated with those internal control objectives identified
as part of their risk profile to support the annual assessment and report on internal control as

8 GAOQ Report GAD-17-90, Grants Management: Monitoring Efforts by Corporation for National and Community
Service Couwld Be Improved, March 21, 2017

# CNCS-01G Semiannual Report To Congress 13-01, Appendix &, Unimplemented Recommendations.

¥ CNCS's internal controls assessment of grant monitoring currently focuses on confirming grant compliance (eg.,
timeliness and completeness of documentation) rather than assessing effectiveness of grant management.

1 OMB Circular No. A-123, Section V. E.
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required by the FMFIA Y Management is required to regularly review risk to ascertain whether
the risk profile has changed and gain assurance that risk management is effective or whether
further action is necassary. Managemant must have procasses in place to assess whether risks
continue to exist, new risks have emerged and the impact of those risks in providing assurance
on the effectivenass of controls.!?

In summary, CNCS does not have a reliable, mature internal control program sufficient to comply
with government-wide standards. The absence of appropriate internal controls makes CNCS's
financial reporting unreliable.

We recommend thot CNCS:

1. Establish a formal process that provides the CEQ with comprehensive information on the
results of CNCS's internal control assessment, status of open material weaknesses and
significant deficiencies from prior year's financial statement audits, and information on
issues that could be reported as a significant deficiency or a material weakneass in the
current year's financial statement audit for consideration in preparing the CNCS
assurance statement. This should also include the status of open recommendations from
other audits that have a significant impact on CNCS's operations or financial reporting.
(new)

2. Provide training to CNCS officials participating in the entity-level control assessment to
ensure that they have a full understanding of the internal control principles and how
these principles relate to their operations. The training shall also address how the
outstanding audit recommendations concerning their operations should be considered
when assessing the entity-level controls. (naw)

3. Revise the CNCS Statement of Assurance Preparation and Submission Guidance (March
2019) to:

a. Require the functional offices to consider external and internal audits and
investigations in identifying and reporting on control deficiancies.

b. Require the functional offices to identify the impact that the material weakness or
significant deficiency has on the financial statements or on CNCS's operations in
their assurance statements. (new)

4. Revise the CNCS Financial Reporting Testing Plan to include verifying that the fluctuation
analyses are conducted properly within the required thresholds. (new)

12 OME Circular Mo. A-123, Management’s Responsibility for Enterprise Risk Management and Internal Contral, IV.
Assessing Internal Control.

12 OMB Circular No. A-123, Management s Rasponsibility for Emterprise Risk Management and Intarmal Control, 11
Establizhing Enterprise Risk Management In Management Practices, C. Implementation.
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5. Revise the FY 2013 CNCS Grants Financial Management Business Process Narrative to
address the control gap concerning the verification of the Adwvances to Others balance
accuracy. (new)

6. Provide training to appropriate CNCS personnel regarding the purpose of the Data Quality
Flan. {naw)

7. Update and maintain the Data Quality Plan in accordance with OMB Circular No. A-123,
Appendix A, Management of Reporting and Data Integrity Risk {M-18-16, June 6, 2018),
and subsequent amendments. (new)

8. Update CNCS's Standard Operating Procedure: Statement on Standards for Attestation
Engagements [SSAE) 18 Report Review to explain how CNCS will address the SSAE 18 audit
reporting gaps for its external systems’ service providers and establish time requirement
for conducting the S5AE 18 report reviews. (new)

2. Financial System and Reporting (modified repeat material weakness)

CNCS's financial reporting was hindered by limitations in its financial system (Momentum) and
the timing and difficulties arising from limited accounting staff, lack of documentation to support
accounting transactions, and inadequate internal controls. CNCS's efforts to identify, adjust and
reconcile unsupported balances, while attending to the normal business operations, could not
be completed in FY 2019 and ultimately prevented CNCS from providing auditable financial
statements. These limitations contributed to an environment that forced CNCS to adopt
temporary fixes rather than complete solutions to address pervasive longstanding issues.

Effective controls in financial reporting are critical to ensure that financial information is
adequate, accurate and reliable, so that Congress and the general public can hold CNCS
accountable for the expenditure of taxpayers’ money. CNCS's financial reporting controls were
either naot properly designed or not implemented effectively. Repeated financial reporting issuas
from prior years continued in FY 2019. This resulted in unreliable financial information, including
the failure to record significant accounting transactions and prepare complete and accurate
financial statements.

Our audit procedures found the continuation of problematic conditions from the prior year audit
and uncovered new conditions. We categorize these issues as follows:

A. Lack of internal controls related to the preparation and review of CNCS's financial

accounting and reporting process;

Systemic deficiencies in the core financial system;

C. Improper design of internal controls for the use of Standard Vouchers and Journal
Vouchers; and

m
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D. Financial statements not prepared in accordance with generally accepted accounting
principles {GAAP) and OMB Circular No. A-136.

OME Circular No. A-123 requires agency management to establish and maintain internal controls
to achieve the objectives of effective and efficient operations, reliable financial reporting, and
compliance with applicable laws and regulations.

A. Lack of internal controls related to the preparation and review of CNCS’s financial accounting
reporting process

Al. Internal control deficiencies in the preparation of the financial statements and review of
the trial balance

Financial reporting weaknesses previously reported continued to exist in FY 2019 despite the
efforts made by CNCS staff to remediate prior-year conditions. CNCS was able to address legacy
stale balances and improve internal controls ower the cost allocation process. However,
substantial additional improvements are neaded in CNCS's control environment. We identified
the following deficiencies in FY 201%:

a. There were errors in the Government-wide Treasury Account Symbol [GTAS)™
submission process that went undetected by CNCS's quality control process. For
example, CNCS did not record the $150 million rescissions enacted in the 2019
Appropriation Act on September 28, 2018. CNCS explained that it had been waiting
for OMB guidance from the third quarter GTAS submission prior to recording the
rescission. However, CNCS was unable to provide corroborating evidence after
multiple requests from us. The only correspondence provided to us was a November
1, 2019 email showing that OMB identified CNCS's failure to record the rescission
during CNCS's September 2019 GTAS submitted on October 29, 2015. In another
instance, CNCS recorded a 52.2 million erroneous adjustment in an attempt to pass
the FY 2019 first quarter GTAS submission. CNCS was unable to support the cause of
the error.

b. CNCS did not implement prior-year recommendations to remediate control weakness
in its financial reporting process. CNCS's monthly trial balance review was incomplete
and ineffective. CNCS did not properly research, follow up and effectively document
explanations for known and recurring account balance differences, including
abnormal account balances. These errors resulted from incorrect core accounting
system (Momentum) configuration. Accordingly, there were discrepancies between
the budgetary and proprietary relationship in which CNCS should analyze. The

14 GTAS system is used by agencies to report budget execution information and proprietary financial reporting
information to the Department of the Treasury.

12
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budgetary-to-proprietary analysis (tie point) was incomplete as significant variances
identified were not researched to assess the reasonableness of related accounts and
balances. This high-level analysis allows management to detect anomaliesin balances.

c. Otherfinancial reporting internal control deficiencies include lack of adequate control
over the review of the financial statements and corresponding financial statement
checklists; significant prior period adjustments without adequate support; significant
inconsistencies betweean CNCS's accounting structure and that required by Treasury
Financial Manual; reconciliation differences between CNCS financial statements and
its trial balance; and inability to maintain and track trading partner agreements and
advances of funds received from inception to close-out.

d. CNCS did not provide a complete set of its September 30, 2019, financial statements
{(including notes) until November 6, 2019, only 13 days before the mandatory
reporting deadline of November 13, 2015.

COwverall, CNCS's control environment did not demonstrate the required discipline to provide
readily available information and present reliable and auditable financial statements.

A2. CNCS did not properly perform and document its account balance fluctuation analysis.

CNCS did not perform a complete and reliable fluctuation analysis of its June 30, 2019 account
balances. CNCS's documented explanations for significant balance fluctuations were generic and
did not address the specific nature of the transactions, change in operations or trends sufficient
to show the root causes of the balance fluctuations. Additionally, we identified formula errarsin
CNCS's fluctuation analysis spreadsheet and significant differences were not addressad due to
CNCS's high materiality thresheld set for its analysis. CNCS did not provide a basis for the
materiality used in the analysis. It also did not document its account balance fluctuation
expectations based on its operating environment, and compare those expectations to the
identified significant balance fluctuations for reasonableness or unexpected change.

We recommend that CNCS:

9. Establish a process to maintain executed agreements with Federal trading partners and
track all associated costs against the inter-agency agreements from inception until the
agreement close-out. (new)

10. Develop comprehensive policies and procedures for the financial statements preparation
process and related internal controls. The policies and procedures should addrass, among
other subjects:

a. The process to determine and document CNCS's balance fluctuation expectations.
Expectations should be documented based on a combination of internal and

13
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external operating factors, and program and financial relevant information
available.

b. The materiality threshold used to determine significant balance fluctuations that
require further research should be more conservative than that used by external
auditors.

c. Detailed process to research significant balance fluctuations. CNCS should
research and explain all significant balance fluctuations at the account and
transaction level. Maintain and have the supporting documentation readily
available.

d. Research and retain supporting documents required for any identified account
balance differences derived from its abnormal balance review or the tie point
analysis.

e, Address fatal and non-fatal Government-wide Treasury Account Symbol Trial
Balance edit failures.

f. Address all balance differences and retain supporting documentation of related
research.

g. Document and maintain support for all prior period adjustments and changes to
Met Position accounts, Cumulative Result of Operations, and Unexpendad
Appropriations. (repeat)

11. Monitor outstanding balances resulting from financial system configuration issues and fix
these issues prior to data migration to the future shared service provider (Department of
Treasury's Administrative Resource Center) in FY 2021. While waiting to transition, CNCS
should strengthen its current trial balance review including tie-point analysis and review
of abnormal balances. (modified repeat)

12, Coordinate with the future shared service provider to ensure that its accounting platform
is compatible with CNCS's operations and the type of accounting transactions that the
CNCS process. {maw)

13. Develop a plan to clean up CNCS's balances prior to migration to the shared service
provider's system {Department of Treasury's Administrative Resource Center). The plan
should include coordination with the future service provider to review CNCS balances in
detail to ensure they are properly supported and can be mapped into the Administrative
Resource Center's platform. Maintain all documentation regarding meeting minutes and
any mapping of account balances developed as part of the migration effort. (new)

B. Systematic deficiencies in the core financial system

B.1 Noncompliance with OMB Circular No. A-11: CNCS did not use object class codes to record
certain transactions

CNCS's financial system was not properly set up to record transactions with object class {OC)
codes. Our analysis of the CNCS general ledger history report identified pervasive errors such as
transactions without OC codes. The financial system set up was also not in compliance with OMB

14
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Circular No. A-11, Preparing, Submitting, and Executing the Budget (OME Circular No. A-11),
which requires OC codes to be associated with the United States Standard General Ledger
(USSGL) transactions. As a result, considerable research is needed to correct the OC reporting of
many transactions related to undelivered orders or delivered orders budgetary accounts. To
compensate for the system limitation, CNCS uses general ledger accounts and sub-accounts with
associated document type and transaction type codes to classify transactions for reporting.
Howsvear, this time-consuming, manual effort could increase the risks of financial reporting
EITOrs.

We recommend that CNCS:

14, Complete its efforts to be fully compliant with the Office of Management and Budget
Circular No. A-11, Preparing, Submitting, and Executing the Budget. (repeat)

15. Provide mandatory training to CNCS accounting staff on the proper use of object class,
sub general ledger accounts, and document/transaction types on all obligation and
expense transactions. (repeat)

C. Improper design of internal controls for the use of standard vouchers and journal vouchers

CNCS continuas to overuse standard vouchers (SVs) and journal vouchers (IWs) to work around
limitations to its accounting system and ineffective financial reporting internal controls. As of
lune 30, 2019, CNCS recorded SV/IV transactions that approximated 53.5 billion in absolute
value.

The SV transactions definition or posting logic were outdated, inaccurate or inconsistent with the
latest Department of Treasury's USSGL guidance, which could result in misstatements in the
financial statements.

CNCS used Vs to address significant recurring financial reporting issues across multiple funds,
instead of resolving the underlying root causes of the problems that the JWs are intended to
circumvent. In many cases, incorrect JVs were used to correct other Vs which led to
misstatements in the financial statements. For example, there were multiple JV transactions
recorded by CNCS's Budget Office in error that required additional Vs to correct. CNCS also had
issues with separating transactions between direct and reimbursable funds when the main
account code for the original transaction is recorded as a direct fund. The commingling of direct
and reimbursable funds lad to additicnal adjustments (SV/IV) to pass GTAS edits.

We also identified control deficiencies for the use of SWs/IVs, such as ganeric SVs/IVs descriptions
without specific usage justification and lack of policies and procedures over the use of SWs/JVs.
The over-reliance, incorrect usage, and inaccurate SVs/IVs created a high risk of material
misstatemenits in the financial statements.

15
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We recommend thot CNCS:

16. Validate and ensure standard wouchersfjournal vouchers are properly supported,
documented, and are readily available for examination. {modified repeat)

17. Strengthen coordination between Accounting and Financial Management Services and
the Office of Budget to ensure that transactions are recorded accurately and timely.
(modified repeat)

18. Develop and implement policies and procedures for the standard vouchers/journal
vouchers (SV/IV) process that include:

tracking the sequence of 5Ws/IVs for completeness;

appropriate use of SVs/IVs;

determining and maintaining relevant documentation to support each SV/IV;

use of specific and accurate SV/IV descriptions; and

timely review and approval of SWs/Ws for accuracy and propriety. {modified

repaat)

PRp oTw

D. Financial statements not prepared in accordance with GAAP and OMB Circular No. A-136

CMNCS's June 30, 2019 (interim) financial statements were not prepared in accordance with GAAP
and OMB Circular No. A-136.* Starting in FY 2018, CNCS adopted full compliance with all sections
of OME Circular No. A-136, Sections I, Il, Ill, IV, and V for financial reporting framawork. OMB
Circular MNo. A-136 requires comparative financial statements for financial reporting
requirements. CNCS, during the fourth quarter of FY 2018, decided to deviate from OMBE Circular
Mo. A-136 by presenting a single year financial statements for June 30, 2019 and September 30,
2019 instead of comparative financial statemants. However, CNCS elected to follow OMB
Circular No. A-136 requirements for other aspects of financial statement presentation.

Certain line items were not complete as CNCS did not apply the necessary guidance established
by GAAP to record its accounting transactions. For example, CNCS has not recorded an asset
capitalizing the tenant improvement costs since FY 2016 in accordance with GAAP. CNCS
explained that it is having difficulty researching the amounts o establish the balance to be
capitalizad.

We recommend thot CNCS:

19. Finalize its research to establish the amount to capitalize for tenant improvement costs
and retain proper documentation of the research. While the research is ongoing, CNCS

5 OMB Circular No. A-136 encourages all Government Corporations to comply with the various sections of OMB
Circular Mo. A-136 (Sections 1, 11, 11, IV, and V).
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should disclose non-GAAP accounting and the impact on the financial statements.
(modified repeat)

20. Evaluate CNCS's compliance with all sections of OMB Circular No. A-136, Financial
Reporting Requirements, including preparing comparative financial statements and notes
to comply with the financial reporting framework for federal government agencies.
(modified repeat)

3. Trust Obligations and Liability Model {modified repeat material weakness)

CNCS implemented a new methodology to estimate its Trust obligations and Trust Service Award
Liahility (TSAL) in the first quarter of FY 2015. A significant change in CNCS's new methodology
for FY 2019 was the calculation of the estimated TSAL for members currently earning education
awards in accordance with accounting standards. Specifically, we identified both inconsistencies
between the assumptions used and how those assumptions were applied in the estimation of
the Trust obligations and TSAL. For example, CNCS's Trust obligations and TSAL are predicated
on the expactation that education awards earned by members will be paid throughout the course
of the award year, rather than as a single payment due on a specific date. However, this
assumption was not reflected in CNCS's Net Present Value calculation spreadshest. Upon
revision of CNCS's estimation model to capture the assumption, there was a significant change
in the final Trust obligations and TSAL calculations at the end of the third quarter.

We also have concerns with the model’s assumptions. CNCS's estimation model does not
adequately reflect the increase in the average expenditure over time. The data used by CNCS
{completed®® data for awards granted from 1994 to 2009) shows an overall long-term trend of
increase in utilization of education awards for which is not adequately accounted in CNCS's
methodology. In addition, CNCS methodology did not use awvailable current data that if
considered would provide a more accurate depiction of future liabilities versus using older years.
For example, we noted that the program year 2010 was approximately 95 percent complete and
would provide a more accurate prediction of future liahilities versus the older years used in CNCS
model from program years 1934 to 2004. By failing to consider these factors, CNCS could
misstate its obligations and liabilities.

As inthe prior year, we continue to find significant internal control issues with the new estimation
modgzl. The Trust Handbook developed by CNCS to document the methodology and assumptions
used by management was not completed until late in FY 2019 and continued to contain errors or
to omit needed information. For example, we identified inconsistencies in CNCS's internal
documentation regarding the materiality in its validation process, which prompted CNCS to
corract its Trust Handbook. The continuous and ongoing changes to the Trust Handbook during
the audit preventad us from performing necessary and adequate audit procedures to assess the

% CMCS's methodology considers a program year completed if 9.6 percent of the expenditures would have been
made after the ninth program year.
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completeness, accuracy, reasonableness, integrity and soundness of the new methodology. The
quality controls around the new estimation procass were ineffective as CNCS relied on us to
identify errors and bring them to management's attention for fixing.

In addition, CNCS used Excel spreadsheets to calculate its Trust obligations and TSAL. As we
reportad in the prior year audit, the use of this method is prone to human errors as 1) CNCS used
a manual cut-and-paste process to transfer data from other system reporis to the Trust
Obligations and Liability's model; 2) CNCS could override assumptions without adequate
justification or documentation; 3) there were formula errors in the calculator used to adjust the
balances of Trust obligations and the TSAL, and 4) CNCS used incorrect amounts in its validation
calculation that led to misstatements of the Trust obligations and the TSAL.

Finally, CNCS has long relied upon a part-time annuitant to perform the Trust obligations and
liabilities model and related calculations. This individual will reach the expiration of his permitted
term of employment early in 2020, and CNCS still does not have & succession plan or
knowledgeable staff to assume responsibility for this critical task.

We recommend that CNCS:

21. Complete the Trust Accounting Handbook to clearly reflact the assumptions used in the
Trust Obligation and Liability Model and the Monthly Obligation and Liability Calculator,
including establishing control activities; finalize materiality thresholds applied; update
accounting transactions, and clearly identify pericds whan adjustmants will be made
regardless of materiality. (new)

22, Develop for a more standardizad, secure, and automated method to estimate the Trust
obligations and Trust Service Award Liability that ensures minimal human errors. As part
of the ongoing CNCS's transition to shared service, coordinate with the sarvice provider
to determine methods that would enhance the security and quality of the existing
estimation models. (new)

23, Strengthen controls to ensure the Trust modeling is performed by trained perscnnel to:

a. Conduct detailed analysis and validation of data sources.

b. Review and ensure the reasonableness of assumptions used and document the
rationale behind estimation assumptions.

¢. Consider changes in conditions or programs that require further research and
analysis. Update the assumptions when necessary.

d. Compare estimates with subsequent results to assess the reliability of the
assumptions and data used to develop estimates.

24, Document and implement policies and procedures to include the following:

a. establish a thorough and robust quality control process to ensure that the Trust
Obligation and Liability Model (TOLM) and Monthly Obligation and Liability
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Calculator (Calculator) are reviewed by qualified CNCS personnel prior to relying
on its outputs to record transactions. All errors identified for which management
ultimately decided against making updates to the TOLM or Calculator should be
documented along with an explanation as to how management arrived at the final
decision;

b. perform monthly reviews and reconciliations of the recorded new and
outstanding obligations to ensure the accounting information is valid and proper;

c. review obligation amounts to ensure amounts accurately reflect the status of the
obligation;

d. review obligations to wverify that amounts, timeframe (ie., grant dates are
correctly reflected in the obligation);

e. ensure obligations are sufficiently supported (i.e., by documentary evidencs); and

f. perform complete reconciliations of all outstanding obligations monthly, and
ansure any discrepancies identified are promptly researched and resclved.
(repeat)

25. Coordinate with the Office of the Chief Risk Officer (OCRO) to properly identify the
National Service Trust Fund's financial reporting risks and incorporate those risks into the
OCRO's annual testing of key controls. (modified repeat)

26. Develop a succession plan to ensure the required expertise is available in anticipation of
planned employes turnover, particularly with respect to the complex trust calculations.
CNCS needs to:

a. Train, mentor, and work to retain qualified employees;

b. Cross-train employees so that knowledge of the model will reside with multiple
staff rather than with one person; and

c. Implement a peer review process to carry out the necessary quality control
reviews of the Trust Obligation and Liability Model and the Monthly Obligation
and Liability Calculator. (repeat)

4. Grants Accrual Payable and Advances (modified repeat material weakness)

CNCS changed its grant accrual methodology in FY 2019 to exclude “incurred but not reported”
{IBNR} costs?” from the accrued expenses and liability. However, CNCS did not provide
documentation to support its decision to exclude the IBNR costs from the grant accrual estimate.
The omission of IBNR costs from the grant accrual estimate has a direct impact on advances as
those costs would have been applied against the outstanding advance balance.

7 These amounts represent the estimated liability for costs already incurred by the grantees but will be reported in
the following guarter.
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Based on the IBMR cost calculation method used in the prior year's grant accrual methodology,
CMCS has excluded at least $23.3 million in estimated IBNR costs from its accrual estimate as of
June 30, 2019, Howsver, CNCS has not validated the method used to calculate the estimated
IBMR costs as being reasonable. We believe the IBNR costs are significantly higher given our
projectad 561.1 million overstatement of Advances to Others reported. The overstatement of
advances is contributed to an exclusion of a reasonable IBNR cost estimate in its grant accrual,
which is used to offset the advances as of June 30, 2019. CNCS repeatedly stated that it had an
analysis sufficient to show a basis for omitting an IBNR calculation, but none was ever provided.

The grant accruals are estimates. Per Federal Accounting Standards Advisory Board, Accrual
Estimates for Grant Programs, Federal Financial Accounting Technical Release 12, a Federal
grant-making entity must demonstrate the reliability of its grant accrual estimates. CNCS
adopted a new grant accrual methodology that did not demonstrate that reliability because it did
not {a) include IBNR costs in the grant accrual estimate, {b) include validation process to confirm
the reasonableness of the Advances to Others line item, (c) show how grant accrual calculations
were used to arrive at the reported Grants Payable and Advances to Other line items in the
Balance Sheet, and (d) provide support for variance threshold used for determining the
reasonablenass of the grant accrual estimate.

When management's key assumptions are not validated and properly docurmented basad on
historical data analysis and grantees’ actual spending pattern, it increases the risk of errors and
misstatements in CNCS's grant accrual, related expenses and advances reported in the financial
statements.

We recommend that CNCS:

27. Coordinate with the program and grant officers to gather and analyze key grant programs’
(AmeriCorps State and National and Senior Corps) historical data and the grantees’
spending pattern to develop the following key factors for grant accrual estimation:

* Percentage of CNCS grantees who drawdown funds in advance versus those on a
reimbursable basis and their related grant amounts to its grant spending as a whole.
If different key programs have different spending patterns, parform this analysis at
the program lawvel;

s An inventory of relevant and reliable grant data to be used for the grant accrual
assumptions and documentation to support what data is considered relevant and
reliable;

* Grantees' incurred but not reported (IBNR) reporting pattern from when the expenses
have been incurred to the time those expenses are included the grantess' Federal
Financial Reports (FFR). Grantee surveys may be conducted to confirm the
reasonablenass of an IBNR estimate methodelogy. When alternative proceduras are
used, management should provide its data-based analysis to validate its assertion;
and
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* Post-accrual analysis to compare the accrual {without the IBNR) and the expenditures
reported in the FFRs for the same quarter. Thresholds should be established and
documented based on materiality and the degree of risk that management is willing
to accept. When granteas' reported spending pattern deviates from its methodology,
an analysis should be performed to determine whether any deviation is acceptable or
the methodology should be further refined to reflect the actual grantees' reported
expenditure pattern. {modified repeat)

28. Revise and implement policias and proceduras for the grant accrual methodology so that:
s Avalidation process is established for management to verify the accuracy of the grant
accrual, so that management can make any necassary adjustments to improve the
precision of the grant accrual and to account for grant advances and payablas to
ensure the resulting amounts are materially consistent with grantees’ drawdown and
spending patterns;
* |t addresses how the calculations are used to arrive at the Grants Payable and
Advances to Other line items in the financial statements. (modified repeat)

29, Develop a process to validate grant advances, incurred but not reported and payable
estimates. Such validation should be performed for all program elements included in the
estimation process and owver a few years to show a trend of the estimates. Unusual
fluctuations, if any, should be investigated and the research conclusions documented.
(modified repeat)

5. Undelivered Orders and Accounts Payable — Procurement (modified repeat material
weakness)

In FY 2019, CNCS implemented a new methodology, which was not formally documented, to
estimate and validate Accounts Payable (AP) accrual for IBNR related to procurement to address
prior year audit recommendation. CNCS's process to estimate the accrual is based on the average
ratio of payments over undelivered orders (UDO) for a selected pericd of quarters. We identified
the following control deficiencies that could lead to misstatements of CNCS's AP accrual
estimation:

* The new methodology did not include common factors typically used for estimating AP
accruals, including contract period of performance and vendor hilling patterns. CNCS
explained that it excluded the contract period of performance in its methodology because
the information was not available in Momentum.

* There was no quarterly review of open obligations until September 2015.
Correspondence from CNCS's Budget Office, which is responsible for the review, indicated
that the Accounting and Financial Management Services did not provide a consolidated
report of open UDO until mid-September.

s The AP accrual validation process failed to exclude subsequent payments not related to
the outstanding UDO balances.
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* CNCS did not provide support for the materiality thresholds applied which could allow
significant differences going undetected.

* There were errors between the amounts recorded in the trial balance and the financial
statements due to system interface errors between Momentum and eGrants.

* The UDO population included significant abnormal balances due to Momentum's
incorrect transaction posting logic.

CNCS did not provide us the results of the validation performed in September 2019 to assess the
accuracy of the June 30, 2019, AP accrual. CMNCS was also unable to provide supporting
documentation, such as contracts/purchase orders/modifications, to conduct our June 30, 2019
undelivered arder balance testing.

The combination of these deficiencies creates an environment for financial statement
misstatement to exist and go undetected.

We recommend that CNCS:

30. Centralize the storage of all procurement docurments in contract files and maintain them
electronically. (repeat)

31. Strengthen internal control to ensure procurement documents are properly approved
and retainad. (repeat)

32, Analyze procurament undelivered orders balances quarterly to verify that balances are
still valid for those without financial activities for an extended pericd. (repeat)

33. Resaarch, resolve and document the disposition of any abnormal undelivered orders
transactions/balances. (repeat)

34, Correct the financial system’s posting logic to ensure all future transactions are recorded
properly in accordance with United States Standard General Ledger. (repeat)

35. Document the accounts payable accrual methodology to include the recognition and
reporting of the incurred but not reported. The methodology should also document key
controls related to review and approval process of the accrual estimation; materiality and
how it is applied; reviewing, approving, and recording of invoices prior to processing
payments; inputs to be used in the validation; consideration of payment types; and the
basis for including or excluding typical factors in estimating accruals, such as period of
performance, type of contract, billing patterns, and others. (modified repeat)

36. Conduct validation assessment of amounts accrued for the incurred but not reported on
a periodic basis. As part of the validation, CNCS should consider the following:
a. Subsequent activities against the amount estimated to determine the level of
precision in the estimation;
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b. Trend the validation results and adjust the incurred but not reported estimation
process to address any recurring significant fluctuations; and

c. Update the incurred but not reported estimation process as necessany to reflect
changes in paymeant patterns. (repeat)

37. Evaluate the materiality thresholds used in the accrual estimation to ensure it is
appropriate to prevent misstatements. The materiality threshold used should be
appropriate that, in the aggrepate, identified misstatements would not rise to a level that
will significantly impact management’s assertions on the financial statements. (new)

38. Implament controls to ensure that transactions interfaced from eGrants are reflected in
Momeantum for the correct amounts, accounts, and number of transactions. (new)

6. Property and Equipment (modified repeat material weakness)

In FY 2019, CNCS wrote off a total of $33.8 million expended for the development and acquisition
of the Grants and Member Managament System (GMM) software, which was intended to replace
the eGrants and 25PAN systems. This was the largest information technology project in CNCS's
history, and it was a total loss. The write-off occurrad intwo tranches: (1) on June 27, 2019, CNCS
wrote off $28.8 million, the amount previously capitalized by CNCS for Software-in-
Development, and (2) on July 22, 2019, CNCS wrote off an additional $5.05 million for software
costs that should have been, but were not, previously recorded by CNCS as capitalized assets.
CNCS did not explain why the $5.05 million was not capitalized. In addition, the total costs
written off did not account for direct labor and indirect costs incurred by CNCS on the project.
As previously reported, CNCS does not track and capitalize direct labor and indirect costs related
to Software-in-Development as required by accounting standards. The errors identified highlight
long-standing issues with CNCS's inadequate accounting practices.

Furthermare, CNCS has not recorded a capitalized asset for the tenant improvemeant companent
of its 2016 General Services Administration lease for CNCS's headquarters building in
Washington, DC. The lease includes a tenant improvemeant amortization cost of $3.7 million and
a tenant improvement allowance of $4.1 million. Since the lease inception in 2016, CNCS's
accounting department has not recorded a capitalization for the tenant improvemeants and stated
in FY 2019 that they were unable to obtain the documentary support needed to capitalize those
costs. As a result, CNCS's Property and Equipment costs may be understated by as much as 54.1
million.

We recommend that CNCS:

39, Analyze contractor-developed software costs that were expensad but not capitalized in
accordance with accounting standards. (repeat)

40. Update CNCS policy to recognize and record capitalized costs in the period incurred.
(repeat)
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41, Update CNCS policy to include requirements for compliance with accounting standards;
track direct labor and other indirect costs, including hours, worked and payroll costs
dedicated to existing and new software-in-developmeant projects; track and amortize
tenant improvemeant costs in accordance with the lease agreement. (new)

42, Review the GMM contract status to ensure proper and timely deobligation of any
remaining unliguidated cbligations that are no longer needed. {new)

43. Consult with the future shared service provider and other stakeholders to determine the
feasibility of procuring and using project management software to track project costs
from the inception to completion. The results of the analysis should be documented and
made readily available. {new)

44, Establish and implement periodic training on capitalization accounting standard, and
CMNCS Capitalization Policy for accounting, program, Office of Facility Support Services,
and information technology staff. (new)

45, Develop and perform a periodic analysis of expenses incurred, e.g., software-in-
development costs and repairs and maintenance, to determine if they meet the
capitalization requirements and conduct any follow-up to ensure costs are properly
capitalized. (new)

7. Undelivered Orders — Grants (modified repeat material weakness)

Grant UDOs are outstanding grant awards obligations. Our testing of grant UDOs as of June 30,
2019, noted the following exceptions from 210 items samples:

A. The difference between the Notice of Grant Awards award amount and the Payment
Management System grant expenditures did not agree with the Undelivered Orders

We found substantial inconsistencies within CNCS's systems regarded the amounts awarded as
grants and the remaining unexpended funds. For grants, the total amounts awarded, less the
amounts drawn down by the grantee from the Payment Management System, should equal the
sum recorded in CNCS's general ledger as unexpended (Grants—Undelivered Orders [UDO]).

For 11 grants sampled, we found that the unexpended balance recorded in Momentum (general
ledger) differed significantly from the amounts awarded per the Notices of Grants Award (NGA),
less the draw downs. This resulted in a net understatement of $10.4 million and a difference of
$15.2 million in absolute value in Momentum. The unexpended grant balance recorded in
Momentum should be the same as the total grant funds awarded, lass the amounts drawn down
by the grantee. CNCS did not respond to this finding or explain the UDO differences. As a result,
we cannot determine if the grant UDO balance is fairly stated.
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B. The total grant award amount recorded in the financial system did not agree with the most
recent NGA

For 12 grants sampled, CNCS's financial system {Momentum) recorded awards totaling $54.8
miillion, while the most recent NGA reported a total of 542.3 million. The NGA, generated and
retained in CNCS's grant management system eGrants, is the supporting documentation for
processing grant award obligation or de-obligation. CNCS did not provide any response
concerning the discrepancy between Momentum and the NGA totaling $12.5 million. Inaddition,
we also noted instances where there is no NGA to support the obligation or deobligation that
occurrad in Momentum.

We are unable to rely on the grant obligation amounts in Momeantum since it is not reliably
consistent with the NGA information from eGrants, which serves as the official obligation
document. Unresolved differences of grant award amount between the official grant award
documents and the financial system pose a significant risk of misstated obligation balances.

C. Grant expenditures from the Payment Management System did not agree with the
expenditures recorded in the financial system

Expenditures for eight grants reported in the Payment Management System (PMS) (grant
drawdown and expenditure reporting system managed by the Department of Health and Human
Services) did not reconcile to the grant expenditures recorded in Momentum as of June 30, 2015.
The expenditures reported in PMS is $400 thousand more than Momentum,

Based on the controls in place, there may be as much as a two-week delay of data exchange
between PMS and Momentum. However, we could not determine whether the timing lapse, in
fact, accounts for some or all of the differences between PMS and Momentum as CNCS did not
provide any explanations. Conseguently, potential misstatement in obligation balances could
oCCur.

D. Grants were not closed-out timely

Ten grants remained open for more than one year after the end of their period of performance.
In accordance with Uniform Grant Guidance, CNCS is required to close out the grant no later than
onga yaar after receipt and acceptance of all required final reports, which are due within 90 days
after the end of the pericd of performance. There was no evidence from the grant filas showing
that CNCS had granted an extension to the grantess. As a result, these ten grants with UDO
balances of approximately $6.1 million overstated the obligations balance and should have been
closed out and the funds de-obligated.

E. Transaction code used to record grant expenditures is not consistent with USSGL

The transaction code used by CNCS to record grant expenditures for 178 grant samples were not
consistant with the USSGL transaction codes. CMCS's transaction code erroneously obligates
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funds that cause duplicated obligations by recording incorrect USSGL accounts. As a result, a
subsequent transaction is required to eliminate the duplicate obligation recorded.

Instead of correcting CNCS's tramsaction code logic for recording grant expenditures in
accordance with the USSGL guidance, CNCS has chosen to continue to make manual corrections.
This manual correction procass is susceptible to human error and is time-consuming.

We recommend that CNCS:

46. Determine the root cause behind the differences noted in the Undelivered Orders balance
between Momentum and the Undelivered Orders balance derived from the net of grant
award amount from the Motice of Grant Award and the grant expenditures from the
Payment Management System, and take the appropriate steps in resolving the reason
behind the variances that are occurring. (new)

47. Determine the root causes and resolve discrepancies in the grant award amounts
recorded in the NGA in eGrants and in Momentum to prevent such differences from
occurring in the future. (repeat)

48. Determine the root causes and resolve expenditure differences between the Payment
Management System and Momentum. (repeat)

49, Strengthen controls around the review of expired grant obligations by ensuring that:
a. Allfinancial, performance and other required reports are submitted no later than
90 calendar days after the end date of the period of performance.
b. Document justifications for all required reports submission extensions granted to
the grantee. (repeat)

50. Update the CNCS transaction code posting logic for recording grant expenditures to
comply with the United States Standard General Ledger guidance. {repeat)

8. Recoveries of Prior Year Obligations (Recoveries) (modified repeat material weakness)

OME Circular No. A-11 states that a grant or procurement obligation is reported at the time the
grant or procurement is awarded and is liquidated upon payment to the grantee or the vendor.
When an existing obligation is no longer valid, the agency should record a recovery of prior year
unpaid obligations. CNCS was unable to provide complete documentation, including final Federal
Financial Reports and/or final Prograss Reports, to support more than half of our June 30, 2019
grant recovery samples. There were twao instances out of 19 samples tested where there was no
supporting documentation in eGrants to support and validate the recovery amount reported.
We also noted one procurement sample where the total supported travel de-obligation amount
did not agree to the recovery amount in the general ledger.
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We also noted that CNCS's OMB Circular No. A-123 internal control testing for procuremeant was
limited to awards and closeouts but did not include any control testing related to contract
modifications resulting in funding changes. Due to the magnitude of potential errors in our
recoveries sample population and lack of response from CNCS, we are unable to rely on our
testing results to statistically project a reasonahble potential misstatement amount.

We recommend that CNCS:

51. Establish a requirement for Grant Officer/Portfolio Managers to provided documented
certification that all required grantee information has been received, accepted, and
documented before the grant is closed out. (repeat)

52. Revisa its OMB Circular No. A-123 internal control program testing to include a review of
contract modifications. (new)

53. Establish a control requiring the Grant Officer/Portfolioc Manager to provide documented
certification, upon grant closeout, verifying the total award amount to total award
expenses for the deobligated recovery amount. (repeat)

54, Determine the cause for the travel cost recovery difference to ascertain what corrective
action is needed and to prevent issues from recurring. (new)

55. Inform all Grant Officers/Portfolio Managers to ensure that a reduction in funding to the
award of a grant should be documented in eGrants which would result in modified Notice
of Grant Awards. {new)

9, Other Liabilities (modified repeat material weakness)

The financial statement line item Other Liabilities represents amounts owed but not yet paid,
such as payroll and benefits, AmeriCorps VISTA stipends, unreimbursed Federal Employees’
Compensation Act claims, other unfunded employment related liability, liability for non-fiduciary
depaosit funds and undeposited collections, and accounts payable canceled appropriations. CNCS
was unable to provide any supporting documentation for approximately 52.4 million reported as
of June 30, 2019.

We recommend that CNCS:

56. Reconcile the amounts reported in Other Liabilities to supporting documents to verify
that Other Liabilitias are supported by valid transactions and properly classified. (repeat)

57. Strengthen financial reporting internal controls and ensure that financial statements
accounting line items are reviewead and reconciled to supporting documents prior to
recording. The internal control activities should ensure proper posting of Member Payroll
related liabilities on the Balance Shest. (modified repeat)
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1. Information Technology Security Controls (modified repeat significant deficiency)

CNCS relies extensively on information technology (IT) system controls to initiate, authorize,
record, process, summarize and report financial transactions in the preparation of its financial
statements. Internal controls over these financial and supporting operations are essential to
ensure the integrity, confidentiality, and reliability of critical data whilz reducing the risk of
errors, fraud, and other illegal acts.

To balance high levels of service and reduce costs, CNCS's Office of Information Technology has
outsourced the operation, maintenance, and support of most of its IT systems. Outsourcing
introduces special considerations and risks regarding the protection of information and
information systems. Despite the outsourcing of IT systems, CNCS by law retains responsibility
for complying with the requirements of the Federal Information Security Modernization Act
(FISMA) and security control implementation.

Our review of IT controls covered general and application controls both at the enterprise and at
the facility levels, the Field Financial Management Center, National Civilian Community Corps
campuses and State Offices. Our current year audit identified security control weaknesses that
were corractad for certain control activities. Examples of CNCS improvements in its IT control
emvironment include: maintaining the security autharization process in accordance with OMB
requirements, assessing the information security and privacy risks to the Corporation associated
with the use of external information systems, completing the process for aggregating the
financial system database security logs into the security event management system.

While CNCS has taken some steps to remediate previously identified information security control
weaknesses, its efforts have focused on developing palicies and proceduras and system security
documentation. However, CNCS faces ongoing challenges in the consistent implementation of
its information security program and monitoring of security controls. In addition, we identified
new and continued to control weaknesses in the information security program that need to be
addressed, most importantly pertaining to access controls, configuration management contrals,
logging, and monitoring controls, organization-wide risk management, personnel screening, and
physical access controls. Specifically, we identified enterprise and facility-level findings for each
of the following domains:

Configuration Management

* ulnerabilities related to patch management, configuration management, and unsupportad
software continue to expose the CNCS network to critical and high severity vulnerabilities.
While our independent vulnerability scans indicated that the number of vulnerabilities has
decreased slightly since last year, the remaining vulnerabilities continue to be high in volume
as well as in severity.

CNCS's vulnerability management program needs to improve to effectively identify, monitor
and remediate known vulnerabilities to reduce the risk of security breaches. This includes
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rmonitoring and recording actions taken by the General Support System (G5S) contractor to
ensure vulnerability remediation for network devices and servers are addressed or the
exposure to vulnerabilities is minimized (Modified Repeat)

s CNCS documented standard baseline configurations only for its Microsoft Windows servers,
but not for its databases, network devices, and Web browsers. (Repeat)

s CNCS did not effectively manage its information system inventory resulting in issues related
to the completeness and accuracy of the inventory. (New)

Access Control

* CNCS did not effectively manage user accounts and/or passwords for the network,
Momentum, My AmeriCorps Staff Portal, and Electronic-Systems for Program Agreements
and Mational Service Participants (25PAN).

o Separated users maintained active accounts for Momentum. In addition, although
network accounts were disabled, accounts were not removed from the My
AmeriCorps Staff Portal Active Directory (AD) Organizational Unit.2® Access to My
AmeriCorps Staff Portal is managed through AD; therefore, if the AD accounts were
re-enahbled, access to the application would be maintained. (Modified Repeat)

= CNCS did not disable inactive accounts for the network and My AmeriCorps Staff
Portal. (New)

= CNCS did not perform recertification of Momentum user accounts during the first two
guarters of FY 2019 as required by the CNCS policy. (New)

= CNCS did not disable network and 25PAN accounts when the user’s password was not
changed in accordance with CNCS policy or the System Security Plan. {New)

s CNCS did not implement multifactor authentication®® {e.g., PIV card) for local and network
access for privileged users. In addition, although multifactor authentication for network
access was being implemented for non-privileged users on Microsoft Windows 10
workstations in July 2019, it was not fully enforced by the end of FISMA fieldwork in August
2019. Users were still able to log in with just a user name and password. (Modified Repeat)

s Managemeant at Headguarters and one field office did not ensure adequate physical access
controls. (Modified Repaat)

s Wirgless network logs at two field offices were not reviewed and analyzed by the campus
personnel. (New)

2 An Organizational Unit is a subdivision in Active Directory to hold users, groups, and computers with designated
Group Policy settings and account permissions.

1% pMultifactor authentication requires two or more credentials when logging on to information systems. Credentials

include something an individual knows, such as a password, and something an individual possess, such as a
Personal Identification Verification [PIV) card or fingerprint.
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* Access control issues reported last year related to mobile devices at CNCS field offices were
not remediated.?® (Repeat)

Security Management

s CNCS developed an information system risk register; however, it did not complete a risk
register to record identifiad risks at the mission and business process level, as defined by
MIST.?! (Modified Repeat)

s CNCS did not ensure all Momentum, 5PAN, and My AmeriCorps Staff Portal users completed
system access agreements (Rules of Behavior) prior to gaining system access. (New)

+ CNCS did not ensure certain employees had the proper background investigations in
accordance with the risk associated with their assigned positions. (Repeat)

Many of these weaknasses can be attributed to inconsistent enforcement of the agency-wide
information security program across the enterprise. These deficiencies can increase the risk of
unauthorized access to CNCS's systems used to capture, process, and report financial
transactions and balances. Effective system security begins with strong governance, including
agency-level oversight and controls monitoring of CNCS field offices.

Although CNCS had policies for the operation of its information security program, its
implementation of those policies across the enterprise and managing information security risk
needs strengthening to preserve the confidentiality, integrity, and awvailability of CNCS's
information and information systems. CNCS should increase its efforts to mature its risk
management program, monitor compliance with CNCS information security policies and
procedures, and follow up with field offices to ensure remeadiation of identified control
weaknesses.

By not effectively implementing and enforcing IT policies and procedures and working towards
automation, continuous monitoring and consistent application of controls, there is an increasad
risk that financial and personally identifiable information may be inadvertently or deliberately
misused and may result in improper disclosure or theft without detection. Without remediating
all significant security vulnerabilities, systems could be compromisad resulting in potential harm
to confidentiality, integrity, and availability of CNCS financial and sensitive data.

* Although we did not revisit CNCS field offices where we originally found these issues in FY 2017, CNCS confirmed
that it had not completed the related comective actions. We did not find similar issues from the field offices we
visited during FY 2019.

*' MIST Special Publication 2800-3%, Revision 1, Managing Information Security Risk Organization, Mission, ond
Information System Wiew, specifies an integrated risk management process three-tiered approach for managing
risk across an organization that “addresses risk at the: (i) organization level; (i} mission/business process level; and
{iii} information system level. The risk management process is carried out seamlessly across the three tiers with
the overall ebjective of continuous improvement in the organization's risk-related activities and effective inter-tier
and intra-tier communication among all stakeholders having a shared interest in the mission/business success of
the organization.”
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The information system security officer has detailed knowledge and expertise required to
manage the security aspects of an information system and, in many organizations, is assigned
responsibility for the day-to-day security operations of a system. Strenmgthening the
implementation of CNCS information security policies and procedures requires the information
system security officer, working in close collaboration with the information system owner to
ensure that the appropriate operational security posture is maintained for CNCS information
systems. In addition, the Chief Information Security Officer must ensure all facilities are
monitored to validate controls operated as intended, and control weaknesses are remediated.
Since CMNCS has not implemanted consistent automatad processes to address continued control
weaknesses in its information security program, we made the same prior year's
recommendations to assist CNCS in helding individual stakeholders accountable for remediation
of control weaknasses, and ensuring information technology security controls operate as
intended agency-wide.

We recommend that CNCS:

58. Davelop a multi-year strategy to better strategically prioritize and allocate resources to
address the new and continuing weaknesses identified and work towards automation,
continuows monitoring and consistent application of controls. (repeat)

59, Enforce the agency-wide information security program across the enterprise and improve
performance monitoring to ensure controls are operating as intended at all facilities.
(repeat)

60. Strengthen and refine the process for communicating CNCS facility-specific control
deficiencies to CNCS facility personnel, and coordinate remediation of the control
deficiencies. (repeat)

61. Strengthen and refine the process for holding system owners and information system
security officers accountable for remediation of control deficiencies and ensuring that the
appropriate security posture is maintained for CNCS information systems. (repeat)

62. Strengthen and refine the process for helding contractors accountable for remediation of
control deficiencies in CNCS information systems. (repeat)

63. Implement all detailed recommendations in the FY 2019 FISMA Evaluation report.
(repeat)

2. Accounts Receivable and Allowance for Doubtful Accounts [modified repeat significant
deficiency)

CNCS's Accounts Receivable (AR) balance on June 30, 2019 was misstated due to its failure to
implement its policies and procedures and the ineffectiveness of its internal controls. Errors we
reported since FY 2017 continued to exist in FY 2013, We found the following issues:
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* CNCS did not follow its Debt Management Policy by writing off AR items
delinquent for two years or more. We identified approximately 52 million in AR
halances as of June 30, 2019, that were not written-off or should have been
included in the allowance for doubtful accounts (allowance) calculation.

s CNCS did not update its allowance methodology since 2011 to reflect the
requirements in its 2017 Debt Management Policy.

s CNCS did not update its assumptions used in the allowance calculation based on
its current AR collection patterns.

We recommend that CNCS:

64. Reconcile the Accounts Receivahble subsidiary ledger to the general ledger monthly.
(repeat)

65. Reevaluate the policies and procedures for calculating the allowance for doubtful
accounts. Related policies and procedures should include: (a) CFO Office’s staff's periodic
review of the accounts receivable aging report, (b) assessment of the collectability of
outstanding balances based on the age of the debt, collections attempted and received
thus far and other information about the debtor and (c) determination for possible write-
offs. (repeat)

66. Revise the Allowance for Doubtful Accounts methodology to be consistent with the Debt
Management Policy. (repeat)

67. Develop & process and proactively monitor and follow-up on delinquent accounts
receivables. Document any procedures performed and results reached as part of the
follow-up process. (new)

68. Track and revise collection efforts based on data analysis to understand vendor payment
characteristics. A reasonable timeframe for write-offs should be established for accounts
receivable without any activity. Once an outstanding receivable is deemed uncollectible,
it should be written off in accordance with management’s established policy. (repeat)

69. Establish a documented procass between accounting and the Office of Chief Risk Officer
(OCRO) to ensure that key controls related to the Accounts Receivable cycle are properly
identified and implemented. These key controls should be considered for testing as part
of OCRO's annual internal control assessments. (new)

32

NATIONAL&E
COMMUNITY
SERVICEE=S= Page | 52



FINANCIAL SECTION

Exhibit C
Compliance with Laws, Regulations, Contracts,
and Grant Agreements and Other Matters

1. Single Audit Compliance

As part of single audit compliance testing for June 30, 2019, we randomly selected a sample of
35 grantees that expended 5750,000 or more of CNCNS funds during FY 2018, We identified the
following exceptions:

* Forone grantes, CNCS did not follow-up timely after a grantee that was late in submitting
its single audit report to the Federal Audit Clearinghouse (FAC). The audit report was
submitted 3 months and 30 days late. CNCS did not follow-up with the grantee until the
audit report was already 3 months and 2 days late. CNCS did not provide any
documentation as to the cause for its delay in following up or the cause for why the
grantee was late in submitting the audit report. CNCS does not have a processin place to
promptly identify those CNCS grantees that are late in submitting their single audit
reports to FAC so that CNCS could follow-up to ascertain the cause for the delay, confirm
report submission date, and ensure that the grantee takes corractive action to prevent
delays from occurring in future.

* CNCS did not documeant an audit extension for another grantes to submit its single audit
report to the FAC. The single audit was due to FAC on June 30, 2019, CNCS indicated that
the grantee was affected by Hurricane Maria and that OMB indicated that it could allow
the grantee to delay submission for twelve months after the typical audit report
submission due date. However, CNCS provided no documented evidence that it
implemented the OMB guidance, as it was not an automatic “pre-approved” extension of
single audit report filings for impacted grantees and agencies were still required to take
specific actions. CNCS does not require CNCS grant staff to document and track
implemented OME approved extensions for submitting single audit reports.

We also found that CNCS did not adequately monitor the effectiveness of its single audit
monitoring process in accordance with Federal regulations as the Federal awarding agency.®
CMNCS, as the Federal awarding agency, did not address in its policy that it tracks all grantees to
ensure that they submit their single audit reports by the required due date.

CMNCS's Single Audit Resolution Policy (effective September &, 2017) did not:

* Reflect the current monitoring process, as CNCS implemented in April 20183, to track all
audit findings related to CNCS-funded grants, and

* Address CNCS's responsibilities as the cognizant/oversight agency and how these
responsibilities would be carried out.

CNCS has not fully developed performance metrics to track the CNCS single audit monitoring
process. Performance metrics should address all of CNCS's responsibilities as the Federal

“Cpde of Federal Regulations (CFR) Title 2, §200.513 Responsibilities, (c){1)-(3).
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Compliance with Laws, Regulations, Contracts,
and Grant Agreements and Other Matters

awarding agency and the cognizant/oversight agency. As a result, CNCS has not developed a
complete baseline regarding its required grant monitoring performance related to single audits.
As the cognizant/oversight agency, CNCS would also have a performance metric to assess the
quality of the single audits under its purview. CNCS has also not fully identified performance
target goals. CNCS maintains a Single Audit Resolution Tracker spreadsheet that is comprised of
grantees with single audit findings related to CNCS funding. However, the information is very
limited in scope and lacks information necessary for CNCS to fully assess the effectiveness of the
single audit manitoring process.

We recommend that CNCS:

70. Develop, implement and document procedures to identify all CNCS grantees that are
required to submit single audit reports with their due dates. (new)

71. Develop, implement and document procedures on timely follow-up for those grantees
whose audits have become past due, and to ascertain why report submission was late,
when the audit report will be submitted to the Federal Audit Clearinghouse, and what
corrective action has been taken to prevent a report submission delay in future. (new)

72. Develop a practice to capture the single audit data to assess the effectiveness of the single
audit report submission for all its grantees. (new)

73. Develop, implement and document procedures for implementing Office of Budget and
Management (OMB) approved single audit report submission extensions, so that OMB
approved extension approvals are documented and tracked as part of the single audit
monitoring process. {new)

74, Update the Single Audit Resolution Policy to:
s Reflect the current monitoring process to track all audit findings related to CNCS-
funded grants, and
s  Address CNCS's responsibilities as the cognizant/oversight agency and how thase
responsibilitias would be carriad out. (new)

75. Develop and implement procedures to monitor the effectivenass of the single audit
monitoring process in accordance with the Uniform Grant Guidance, 2 Code of Federal
Regulation §200.513 Responsibilities, {a) (3) (iv), related to monitoring the effectiveness
of single audit findings follow-up and the effectiveness of single audits in improving
grantee accountability and in their use by CNCS in making award decisions. (new)

34

NATIONAL&E
COMMUNITY
SERVICEE=S= Page | 54



FINANCIAL SECTION

Management’s Reponse to Audit of Consolidated Financial Statements

EXHIBIT D
Management's Response

Corporation for National and Community Service
NationalService.gov

CHNCS Management Response
M ovember 19, 2019

Thank vou for the opportunity to respond to the results of your audit of the Corporation for
National and Commumnity  Service’s (CNCH) consolidated  financal statements and the
financial statements of the Mational Service Trust. This is a response to both of those reports.
CMNCS partially concues with the conditions and recommendations in the report.

Onveer the last year, CWCS's Office of the Chief Financdial Officer (OCFO), specifically the Office
of Accounting and Financial Management Services (AFMS), invested significant timwe and
effort cleaning historical financial data and responding to previous audit recommendatioms.
CWOHs efforts resulted in improved quality of gur guarterly reports and the establishment
of processes and documentation for oritical agency financial management functions, There
are instances in the auditor’s report where AFMS discovered and corrected ervors that are
nevertheless included as findings in the eport, CWNCS is optimistic that future audil reports
will reflect more of AFMS's efforts.

Following recommendations made by the Department of the Treasury, the Office of
Management and Budget, and the Federal Accounting Standards Advisory Board, AFMS
implemented new Trost liability and obligation processes that were reviewed by an
independent third party. CNCS reviewed the latest awditor recommendations for Trust
management and will incorporate recormmendations where appropriate, Howover, CHNCS
does not concur with the anditor's conclusion that CCS should indude the ea rlv, start-up
years of the National Service Trust im its projections of future labilities. CNCS believes its
analysis based on more current trends is well-supported and yields more accurate rosults,

CHCS continees to demonstrate its commitment to improving finandal management
reporting and operations, This is particularly evident in CNCS's decision to migrate toshared
services for acoounting, procurement, travel, and human capifal operations. The migration
process is underway for the first three service aneas with a target go-live date of October 1,

2020, Human capital shared services is anticipated to go live in Spring 2021,

KT pE)-
Raobert MoCarty
Chiel Finamcial Officer
Corporation for Mational and Communily Service

750 E Strees, SW r\lﬁfllldNAL&I
Washingsar, D.C. 20625 COMMUNITY
026065000 | BO0-24 22577 | MationalService govicentact-us SERVICEEEELS

35

NATIONAL&E
COMMUNITY
SERVICEE=S= Page | 55



FINANCIAL SECTION

EXHIBIT E
Status of Prior Year Findings

Our assessment of the current status of prior year audit findings is presented below.

Type of Finding

FY 2018 Finding

FY 2019 Status

Material Weakness

Internal Controls Program

Modified Repeat:
Material Weaknass

Material Weakness

Financial System and Reporting

Modified Repeat:
Material Weaknass

Material Weakness

Trust Fund Unpaid Obligations

Modified Repeat as
Trust Obligations and
Liahility Model:
Material Weaknass

Material Weakness

Trust Service Award Liability

Modified Repeat as
Trust Obligations and
Liahility Madel:
Material Weaknass

Material Weakness

iGrants Accrual Payable and Advances

Maodified Repeat:
Material Weaknass

Material Weakness

Undelivered Orders and Accounts Payable
— Procurement

Modified Repeat:
Matzrial Weaknass

Material Weakness

Property and Equipment

Modified Repeat:
Matzrial Weaknass

Material Weakness

Undelivered Orders - Grants

Modified Repeat:
Material Weaknass

Material Weakness

Recoveries of Prior Year Obligations

Modified Repeat:
Material Weaknass

Material Weakness

Other Liabilities

Modified Repeat:
Matzrial Weaknass

Modified Repeat:

Significant Deficiency Infarmation Technology Security Controls Significant Deficiency
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Type of Finding FY 2018 Finding FY 2019 Status
Significant Deficiency Accounts Receivable and Allowance for Modified Repeat:
Doubtful Accounts Significant Deficiency
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Corporation for National and Community Service
Unaudited Consolidated Balance Sheet

As of September 30, 2019
(in thousands)

Assets
Intragovernmental
Fund Balance with Treasury (Note 2) 1,346,606
Investments and Related Receivables (Note 3) 756,080
Accounts Receivable, Net (Note 4) 167
Total Intragovernmental 2,102,853
Cash and Other Monetary Assets 4
Advances to Others 68,777
Accounts Receivable, Net (N